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Digital Voting System

ABSTRACT

The Secure Biometric-Based Online Voting System proposed in this project addresses

the main limitations of Pakistan’s traditional paper-based electoral process, including

identity fraud, ballot manipulation, manual counting delays, and restricted voter acces-

sibility. The system implements multi-factor authentication through email OTP verifi-

cation, live face recognition using ArcFace and OpenCV, and camera-based fingerprint

verification to ensure accurate voter identification and enforce a strict one-person-one-

vote policy. CNIC-based automated constituency detection enables users to cast NA and

MPA votes online through a Flutter-based interface, supported by a Flask backend de-

ployed on Azure and a SQL Server database. Votes are recorded in a blockchain ledger to

guaranty immutability and auditability, while an admin dashboard enables monitoring of

flagged biometric mismatches and suspicious registrations. Extensive testing—including

performance, usability, security, GUI, and exception handling—demonstrated high reli-

ability, strong security, and smooth user experience. In general, the system provides a

scalable, transparent and tamper-resistant digital voting framework suitable for future

nationwide adoption, with potential enhancements such as NADRA integration, advanced

biometrics, and offline polling support.
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Chapter 1: Introduction

1.1 Project Overview

Elections are an inherent feature of every democratic nation and free and fair elections

is a precondition of the national stability and popular trust in a country like that of

Pakistan. The conventional voting system used in Pakistan is however paper-based and

manual where voters have to attend polling stations. This system can be prone to delays,

human error, manipulation, ballot stuffing [1] and it does not allow the voter of remote

regions or overseas to vote.

This project will offer the solution to these issues by coming up with a secure Biometric-

based Online Voting System (SBOVS) that implements the principle of a one-person-

one-vote approach by enforcing multi-layer authentication of identity. It is based on

Flutter (both web and mobile) as the frontend and Flask (Python) as the backend, with

email-based authentication, ArcFace and OpenCV face recognition [11], camera-based

fingerprint recognition and blockchain-based vote storage [7] to achieve tamper-proof

auditability and transparency.

The voter information (CNIC, email and live face scan) is enrolled. CNIC is used in

the automatic assignment of NA and MPA constituencies. Once the final verification of

fingerprints is done through cameras, the voter votes online. Votes are recorded perma-

nently in a blockchain ledger, and such a vote cannot be altered, removed, manipulated

by any authority. Face mismatches are recorded and sent to the admin to be assessed

manually.

1.2 Problem Description

The current system of voting in Pakistan is flawed:

• Has to be present physically, at the polling stations.

• Ballot-box tampering and identity theft.

• Manual counting delays

• No real-time verification

• Lock-out of far-flung and foreign voters.

• No electronic audit trail or in auditable logging.
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The solutions to these problems involve the proposed system that combines two ele-

ments: biometrics + blockchain to provide the system with the integrity of identity and

the impossibility of the votes being changed.

1.3 Objectives

The project aims to create a biometrics-enabled, blockchain-secured online voting system.

Specific objectives include:

• Voter registration using secure CNIC and email authentication

• ArcFace + OpenCV live face verification [11]

• Camera-based fingerprint verification

• CNIC-based NA/MPA constituency detection

• Immutable blockchain-based storage of votes for tamper-proof auditing [7]

• One vote per user with built-in biometric verification

• Admin alerts on mismatched facial data

• Azure-hosted backend with SQL database.

1.4 Methodology

This initiative is systematic and in phases: analysis, design, development, and testing.

1.4.1 Requirement Analysis

• Searched the international online voting.

• Deployed gaps of identity check and vote manipulation.

• New blockchain concern of vote immutability.

• Requirements: email authoring, CNIC authentication, biometrics, blockchain stor-

age, SQL database.
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1.4.2 System Design

• UML for voters, candidates, biometrics, blockchain logs, and admin workflows [13]

• Flutter frontend, Flask backend

• SQL database for voter information

• Blockchain module for immutable vote ledger

• Scalable architecture.

1.4.3 Development Phase

• Flutter UI for registration and vote casting

• Flask backend for biometrics, authentication, SQL operations

• Blockchain ledger implemented for vote storage and verification

• Modules developed:

– Email authentication

– Camera-based fingerprint

– ArcFace face recognition

– Blockchain vote writer & ledger reader.

1.4.4 Testing Phase

• Face/fingerprint mismatch tests

• Email verification tests

• Duplicate CNIC detection

• Blockchain immutability verification

• End-to-end vote flow testing.
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1.5 Scope

The application domain focuses on online voting for registered Pakistani voters who wish

to vote electronically.

Included in Scope

• CNIC-based voter registration

• Email authentication

• Face & fingerprint biometrics

• SQL database

• Azure backend

• Blockchain-based vote storage and auditing.

Excluded from Scope

• Physical polling

• Final election counting

• Political integration

• Version control

• Load testing.

1.6 Feasibility Study

Table 1: Feasibility Analysis of the Proposed Voting System

Aspect Feasibility Description

Technical High – Flutter, Flask, ArcFace, OpenCV, camera biometrics, SQL,

Azure backend, and blockchain modules are compatible and reliable.

Operational High – Simple UI with camera-only biometrics ensures high usabil-

ity and adaptability.

Economic High – Uses mostly open-source tools; Azure student-tier reduces

hosting cost.

Legal & Privacy Medium – Biometric data stored temporarily; blockchain stores

votes immutably but not biometric data.
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1.7 Application Areas

Besides the main use case of national-level elections, the proposed voting system can also

be applied in:

• National elections

• Local body elections

• Overseas voter participation

• University elections

• Corporate and NGO polls

• Municipal-level pilot projects

1.8 Tools and Technologies Used

To build this biometric-based digital voting system, modern open-source and academically

viable technologies were selected, ensuring scalability, cross-platform capability, strong

security, and real-time performance.

1.8.1 Flutter – Frontend Technology

Developer: Google

Language: Dart

Purpose: Flutter is an open-source UI toolkit for building natively compiled mobile, web,

and desktop applications from a single codebase.

Use in Project:

• Provides the graphical interface for Android and web apps.

• Handles registration forms, biometric widgets, and vote-casting screens.

• Integrates with native camera for fingerprint.

1.8.2 Backend Technology – Flask

Language: Python

Framework: Flask – a lightweight web framework for secure RESTful APIs.
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Use in Project:

• Handles registration and authentication requests.

• Processes and verifies facial and fingerprint data.

• Communicates securely with the database to store voter and vote records.

1.8.3 Authenticator – Email OTP

Service: Email Authentication

Objective: Provides one-time password (OTP) services for email verification.

Use in Project:

• Sends OTPs to registered voter mobile numbers during registration.

• Validates OTPs before allowing access to biometric verification screens.

• Prevents fraudulent registrations by ensuring real mobile verification.

1.8.4 Face Recognition – ARC Face + OpenCV

Plugin: Face Recognition implementing ArcFace technology.

Backend Tool: ArcFace model + image processing with OpenCV.

Use in Project:

• Records real time facial images with the camera of the device.

• ArcFace embeddings are produced by Backend to match the face.

• Identifies discrepancies and notifies the administrator of them.

• Ensures one individual to one identity.

1.8.5 Fingerprint Verification – Camera

Plugin: Camera-based photo capture

Purpose: Ensures only registered voters can vote.

Use in Project:

• Fingerprint captured with ordinary device camera.
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• Image processed by pattern extraction algorithms.

• Compared with stored fingerprint template.

• Prevents voting when mismatch occurs.

1.8.6 Database – SQL / SQL Server

Primary: SQL Server (Relational Database)

Stores:

• Voter data (CNIC, email, face-scan flag)

• Voting record (voter ID, candidate ID, NA/MPA area)

• Biometric records and flagged alerts

1.8.7 Hosting – Microsoft Azure (Only Backend)

• Runs the Flask REST server and biometrics processing servers.

• Connects securely with SQL database.

• Ensures scalable, reliable and secure deployment.

Note:

• There is no frontend hosting and only backend hosting.

1.8.8 Diagramming Tools – Draw.io / Lucidchart / StarUML

• Draw.io: Browser-based free diagramming tool [13].

• Lucidchart: Cloud-based visual modeling platform.

• StarUML: Desktop UML modeling software.

Use in Project:

• Used to design Use Case, Class, Component, and ER Diagrams.

• Developed flowcharts for registration and voting workflows.

• Final diagrams will appear in Chapter 4 (System Design).
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Chapter 2: Literature Review

This chapter provides an overview of the literature, technologies, and real-world systems

related to digital and biometric-based voting. The aim is to identify global advancements

in electronic elections, understand how biometric authentication can be applied to voting,

and evaluate the limitations of current systems. From this analysis, the rationale for the

proposed Secure Biometric-Based Online Voting System (SBOVS) is established.

In Pakistan, as in many other countries, the traditional voting system is manual.

Voters are required to visit polling stations, identify themselves through CNIC or voter

lists, and cast votes on printed ballots. Although legally valid, this method has several

limitations, including voting manipulation, multiple voting, long queues, tallying errors,

and lack of accessibility for overseas or disabled voters.

2.1 Global Developments in Digital Voting

To address these challenges, many countries have begun adopting digital voting technolo-

gies.

Estonia: Estonia is among the pioneers of online voting with its i-Voting system [4],

adopted in 2005. Voting is conducted securely over the internet, and citizens use elec-

tronic ID cards. Although convenient and widely accessible, it lacks biometric verification

(fingerprint or face recognition) and may be vulnerable in cases of credential breaches.

India: India uses Electronic Voting Machines (EVMs) [5] nationwide as an alternative

to paper ballots. In some regions, fingerprint authentication based on Aadhaar data is

used. However, voting still takes place physically at polling stations, with no provision for

remote or online voting. Additionally, facial recognition and OTP-based authentication

are not incorporated.

Pakistan (NADRA Pilot Portal): NADRA launched a volunteer-based e-voting

pilot portal [1] that allowed limited online voting. However, it lacked biometric authen-

tication (fingerprint or face recognition), OTP protection, and did not automatically de-

termine constituency (NA/MPA) based on CNIC—an essential requirement for assigning

the correct ballot.
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2.2 Use of Biometric Technology in Voting

Biometric technology in voting is increasing worldwide [2]. Countries such as Ghana and

Nigeria have used fingerprint scanning to prevent multiple voting. Fingerprint verification

is fast and supported by modern scanners. Face recognition provides a non-contact

biometric system that captures a voter’s facial features through a camera and compares

them with stored templates.

While beneficial, very few systems use both fingerprint and facial recognition together,

especially in online voting environments.

OTP verification through email, combined with biometrics, adds another security

layer [3]. OTPs are widely used in secure applications such as online banking. However,

no existing system integrates OTP verification, fingerprint recognition, facial recognition,

and automatic CNIC-based constituency mapping on a single platform. Most systems

either rely on physical polling (India EVM) or provide online voting without multi-factor

identity verification and geographic allocation (Estonia i-Vote, NADRA portal).
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2.3 Comparative Analysis of Existing Voting Systems and the

Proposed System

Table 2: Comparison of Existing Voting Systems with the Proposed Secure Biometric-
Based Voting System

Feature / Sys-

tem

Estonia i-

Vote

India EVM NADRA Pi-

lot Portal

Proposed

System

Voting Mode Internet-based On-site polling Web-based Web + Mobile

Biometric Au-

thentication

None Fingerprint

(on-site only)

None Fingerprint +

Face

OTP Verification Not used Not used Not used Yes (via email)

Face Recognition No No No Yes (OpenCV

+ Camera)

Fingerprint Veri-

fication

No Yes (on-site) No Yes (via cam-

era)

Area Detection

(NA/MPA)

Manual Manual Manual Automatic

(via CNIC)

Admin Alerts for

Face Mismatch

Not available Not available Not available Yes

Open-Source

Technology Use

No No No Yes (Flutter,

Flask)
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2.4 Summary

The review highlights that existing national and international voting systems still lack

strong security, accessibility, and biometric authentication. Although electronic and on-

line voting mechanisms exist, none provide a comprehensive solution that includes:

• Multi-factor authentication (OTP + face + fingerprint)

• Full online voting support

• Automated constituency allocation via CNIC

• Administrator monitoring and mismatch alerts

This gap is addressed by the proposed Secure Biometric-Based Online Voting System.

It is open-source, cross-platform, and developed using free technologies to facilitate secure

registration, identity verification, and vote casting through biometric and OTP authenti-

cation. The system enhances transparency, reduces fraud, and increases accessibility for

all eligible voters, including those in remote or international locations.
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Chapter 3: Requirement Specification

3.1 Existing System

The next electoral system in Pakistan is completely manual [1] in which voters are ex-

pected to visit the polling centers, identify themselves with a CNIC, and vote on a paper

ballot. This is a tedious process which is not only time-consuming but also labor intensive

and prone to tampering. The system is not very understandable in the rural and older

or illiterate citizen communities.

Drawbacks of Current System:

• None of the biometric authentication (fingerprint or face) - makes it easy to commit

identity fraud.

• The voters are required to come physically to the polling stations.

• There are excluded disabled and overseas voters.

• Labor intensive and manual vote counting which is prone to errors.

• There is no automated system that is centralized to guarantee one-person-one-vote.

• Prone to multiple voting, interference, and fixing.

• There is no automatic system to flag and monitor suspicious voter activities.

3.2 Proposed System

The proposed system will overcome the limitations by presenting a Secure Biometric

Based Online Voting System (SBOVS) that will allow registered Pakistani voters to vote

online using a strong multi-factor authentication system that involves the use of:

• OTP-based email verification [3],

• Fingerprint scanning [2],

• Live face recognition,

• CNIC-based area allocation (NA and MPA).
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The framework has Flutter as a cross-platform frontend, Flask (Python) as a backend

API, and email as the OTP service provider. During registration and voting, a multi-

factor authentication is required. To vote, one is required to verify his or her fingerprint

or he or she is rejected. Face mismatch is not trusted by the registration and only sends

an alert to the admin instead of preventing registration. The administrator is able to

go through flagged users manually and make a decision on whether to approve the user

or delete it. Registration and voting are only possible by each CNIC thereby being

transparent and not leading to duplication.

3.3 Requirement Specifications

3.3.1 Functional Requirements

Table 3: Functional Requirements of the Proposed Digital Voting System

ID Functional Requirement

FR1 Allow voter registration using CNIC, email, and OTP verification.

FR2 Send OTP via email and verify it before proceeding.

FR3 Capture a live face scan via camera and verify it using OpenCV.

FR4 Capture fingerprint via camera and match against stored data.

FR5 Save voter information and biometric data securely.

FR6 Authenticate login using CNIC and password.

FR7 Automatically assign NA and MPA areas based on CNIC.

FR8 Display only candidates relevant to the assigned area.

FR9 Require fingerprint re-verification before casting the vote.

FR10 Submit and store votes securely in the database.

FR11 Mark the voter as “voted” to prevent duplicate submissions.

FR12 Alert admin if face scan does not match, but allow registration.

FR13 Enable admin to review, approve, or delete flagged registrations.

FR14 Block login or voting if fingerprint verification fails.

FR15 Remove registered online voters from physical polling lists.
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3.3.2 Non-Functional Requirements

Table 4: Non-Functional Requirements of the Proposed Digital Voting System

Category Requirement

Security All biometric and voter data must be encrypted during transmission

and storage.

Performance The system must send OTPs within 5 seconds and verify biometric

data within 3 seconds.

Availability The platform must remain accessible 24/7 during election periods.

Scalability The system must support thousands of concurrent users during na-

tional elections.

Reliability Every fingerprint mismatch and vote attempt must be logged.

Maintainability Codebase should be modular and easy to update.

Usability Interface must be simple, accessible, and responsive across all sup-

ported devices.

Data Privacy Only authorized administrators can view flagged records and bio-

metric verification logs.

3.4 Operations of the Digital Voting System

3.4.1 Use Case: Operations of Digital Voting System

The Digital Voting System has two main actors Voter and Admin. The interaction flow

of the system given in the use case diagram is the totality of the interaction between

the system and the voter, voter registration, authentication, voting and administrative

control.

Actors

• Voter

• Admin

Description

The voter can use the digital voting system to communicate with the system, regis-

tering, authenticate, and casting a vote, and an admin handles the voter registration.

The voter will start the process by registering in the system with a valid CNIC. The

system is used to verify during registration; OTP verification, on-the-fly face scan and
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fingerprint scan are the authentication steps used to verify the identity of the voter. The

system also identifies the constituency of the voter automatically. After registration, the

voter will be allowed to choose and vote with CNIC and password after which he or she

will be able to see the list of candidates. Fingerprint verification is done again before

vote is cast in order to guarantee security. Once the voter is verified, he or she makes the

vote and is marked as having voted to prevent him or her from voting twice.

At the administrative level, the system is monitored by the admin and reviewed

of flagged voter registration created as a result of a biometric mismatch or suspicious

activity. To ensure system integrity, the admin has the right to accept valid registrations

and remove invalid ones.

Figure 1: Use Case

Pre-conditions

• Voter needs to have a valid CNIC.

• Admin will need to be logged in with credible administrative information.

Post-conditions

• The system has a safe storage of voter registration.

• One can vote only once in the course of his or her eligibility.
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• Successful voting promotes voter status to the voted state.

• The actions that are performed by the administration (approval or deletion of reg-

istrations) are audited.
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Chapter 4: System Design

4.1 System Architecture

The Secure Biometric-Based Online Voting System is designed in a modular manner,

connecting the web and mobile clients to the backend server, biometric processing module,

and external services (OTP, database). The architecture consists of:

1. Frontend Layer: Developed in Flutter to create a UI for web and mobile. It

handles OTP, face and fingerprint scanning, login, and voting.

2. Backend Layer: Written in Flask (Python), containing business logic, biometric

authentication, vote verification, and database operations.

3. External Services: Email OTP, device camera for biometric scanning, and SQL

server/SQL database for storage.

4. Admin Panel: A protected dashboard where the administrator monitors flagged

users.

5. Diagram Required: System Architecture Diagram using boxes such as Flutter

frontend, Flask backend [9], Email (OTP), Camera API, Fingerprint API, and

Database. Arrows should indicate registration, OTP check, biometric capture, vot-

ing, and admin review.

Figure 2: System Architecture of the Secure Biometric-Based Online Voting System
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4.2 Design Constraints

Important constraints that impacted system design:

• Biometric capture must be live; no gallery upload is permitted.

• Fingerprint is required; face mismatch only triggers an alert.

• Device dependence – fingerprint works only if the device camera has sufficient res-

olution.

• No national database access – fingerprint is verified locally and not compared with

NADRA.

4.3 Design Methodology

The design methodology describes the strategy and modeling approaches adopted to

create the Secure Biometric-Based Online Voting System. The project uses Object-

Oriented Design (OOD) and the Unified Modeling Language (UML).

Object-Oriented Design (OOD)

The system is designed using object-oriented principles to ensure modularity, reusability,

and maintainability. Functional components such as user registration, OTP verification,

biometric verification, vote casting, and admin control are treated as independent mod-

ules.

• Breaking the project into manageable components (modularity)

• Reusing code in other projects (reusability)

• Minimizing bugs and ensuring easier maintenance (maintainability)

Unified Modeling Language (UML)

UML diagrams illustrate system architecture and behavior. They help the development

team visualize and communicate how the system operates.

The UML diagrams used include:

1. Use Case Diagram – shows interactions between the voter and admin.
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2. Sequence Diagrams – demonstrate workflows for voter registration and voter lo-

gin/vote submission.

3. Entity-Relationship Diagram (ERD) – illustrates data storage and relationships.

4. Component and Deployment Diagrams – show module organization and system

hosting.

Benefits of this methodology include structured development, clear visualization, im-

proved communication, and easier debugging.

4.4 High-Level Design

The high-level design provides an architectural description of the biometric-based elec-

tronic voting system. It defines the logical structure, runtime behavior, physical deploy-

ment, module hierarchy, and security considerations.

4.4.1 Conceptual View (Logical Design)

The conceptual view presents key functional modules and how voters and administrators

interact with them.

• Registration Module: Handles voter CNIC, email, OTP verification, and bio-

metric identification.

• Authentication Module: Provides secure login using CNIC and password.

• Voting Module: Displays area-based candidates and enables vote casting with

fingerprint verification.

• Biometric Module: Performs identity authentication through face and fingerprint

scanning.

• Admin Module: Enables the admin to review flagged users and approve or reject

registrations.

4.4.2 Process View

The process view describes dynamic interactions between system components during

execution and shows how data flows through the system.
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Process 1: Voter Registration Flow

• Voter opens the registration page in the Flutter app.

• Enters CNIC, email, and password.

• Backend sends OTP via email.

• Voter enters OTP for verification.

• Voter performs a live face scan; the image is sent to the backend.

• Fingerprint is scanned and matched.

• After successful verification (or flagged face mismatch), data is saved in the database.

Figure 3: Process View Voter Registration Flow
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Process 2: Login and Vote Casting Flow

• Voter logs in using CNIC and password.

• Backend checks credentials and eligibility.

• System loads NA/MPA candidates based on the voter’s area.

• Voter selects one NA and one MPA candidate.

• Fingerprint is re-scanned before submission.

• If fingerprint matches, the vote is saved and the voter is marked as “voted”.

Figure 4: Process View Login and Vote Casting Flow

4.4.3 Physical View (Deployment Design)

Physical perspective illustrates where and how the system is installed on hardware and

network infrastructure.
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Components and Hosting:

• Flutter App (Web + Mobile): installed on end-users’ mobile phones and web

browsers.

• Flask Backend Server: hosted on a cloud platform Microsoft Azure.

• Email OTP Service: third-party service to send and authenticate one-time pass-

words.

• Database Server: SQL Server or SQL Relational Database to store records of voters

and votes.

• Admin Panel: A secure web-based interface accessible to election officers to view

the tagged users.

Diagram:

Figure 5: Physical View Deployment Design of the Proposed Voting System

4.4.4 Module View (Software Organization)

This section describes the manner in which the source code of the application has been

organized in a modular manner that ensures clarity, maintainability and scalability. The

architecture followed by the system is that of a client-server, in which the front part

is developed with Flutter and the back part is developed with Flask. The functional

modules are demarcated into both the sides based on their functions.
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Frontend (Flutter) Modules

The frontend is also written in Dart and has been created in Flutter. All screens,

services and models are organized within lib/ directory and by functionality.

Table 5: Frontend (Flutter) Module Structure

File / Module Purpose

main.dart Entry point of the application; defines routes and global

theme.

splash screen.dart Displays a welcome screen or animation at app startup.

login screen.dart Allows users to log in using CNIC and password.

register step1.dart Collects CNIC, email, and password from users and sends

OTP.

otp verification.dart Accepts and verifies the OTP sent to the user’s email.

face scan.dart Captures live face image using device camera for recognition.

fingerprint scan.dart Captures fingerprint using scanner or camera fallback.

vote screen.dart Displays area-specific candidates and allows vote casting.

admin panel.dart Web dashboard interface for admin to manage flagged voters.

services/api service.dart Handles HTTP communication between frontend and back-

end.

models/voter model.dartRepresents the voter data structure in the application.
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Flutter Folder Structure:

Figure 6: Flutter Project Folder Structure

Backend (Flask) Modules

The backend is developed in Python using the Flask framework. It handles API

requests from the frontend, authenticates biometric information, manages the submission

of votes, and provides admin review actions.
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Table 6: Backend (Flask) Module Structure

File / Module Purpose

app.py Initializes the Flask application and registers all route mod-

ules.

routes/auth.py Handles user authentication, registration, and login logic.

routes/vote.py Manages vote casting, prevents duplicate votes, and records

vote details.

routes/biometric.py Performs verification of facial and fingerprint biometric data.

routes/admin.py Provides APIs for admin review, approval, deletion, and

flagged-user handling.

utils/otp.py Integrates email OTP service for secure verification.

utils/face utils.py Uses OpenCV to process and compare face images.

utils/fingerprint utils.py Implements fingerprint capture and fallback matching logic.

models.py Contains SQLAlchemy models for Voter, Vote, and Candidate

tables.

database.py Manages database connection, initialization, and transactions.
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Flask Folder Structure:

Figure 7: Flask Project Folder Structure
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Component Diagram:

Figure 8: Component Diagram of the Proposed Voting System

You may also include a Component Diagram in this section to visually represent the

relationships between:

Frontend Components:

1. Registration UI

2. Voting UI

3. Biometric Capture

4. API Service Module

Backend Components:

1. Authentication

2. Biometric Verification

3. Vote Processing

4. Admin Review Module

Summary:

The modularity enhances the scalability and maintainability of the application. By

separating concerns across parts and ensuring clean boundaries between the frontend and

backend, the system becomes easier to test, extend, and secure.
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4.4.5 Security View

Security is a critical element in a digital voting system. This view specifies how data is

protected at every level of the system. Security Features:

1. Secure Transmission (HTTPS): Data between client and server is encrypted.

2. OTP Verification: Registered only with genuine users who have proper emails.

3. Fingerprint Verification: Required at two locations — registration and voting.

4. Mismatches stop the process.

5. Face Recognition Flagging: Live face scan is required. Mismatches are indicated

but will not block the user.

6. Encrypted Credentials: Fingerprints and password hashes are encrypted.

7. One Vote Per User: Status of the user is modified after voting so that they cannot

vote again.

8. Admin Approval System: Admin approves all face mismatches and takes a decision

regarding approval or deletion of the registration.

4.5 Low-Level Design

Low-level design defines internal module structure of frontend and backend, i.e., how

individual components are working and communicating with each other.

Backend (Flask)

Backend consists of individual Python files that perform important functionalities:

1. auth.py: Manages user registration and authentication.

2. totp.py: Manages email integration for OTP authentication.

3. biometrics.py: Manages face and fingerprint authentication.

4. vote.py: Manages vote casting and region filtering.

5. admin.py: Administration functionality like view flagged users.

6. models.py: Voter, Candidate, Vote database table declarations.
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Frontend (Flutter)

Flutter app is separated into UI screens and services:

1. Login Screen: CNIC/password login.

2. Register Screen1: Requests CNIC, email, password.

3. Otp Screen: OTP verification prior to going further.

4. Face Scan Screen: Scans live face photo.

5. Finger print Screen: Scans fingerprint.

6. Vote Screen: Lists candidates and casts the vote.

7. Api service.dart: Sends HTTP requests to Flask.

Navigation is route-based between the screens. Each of the steps (login, verify, scan,

vote) is served sequentially.

Diagram:

Figure 9: Frontend (Flutter) Flow Diagram Showing Screens and Navigation

A UML Class Diagram shows the relationship between Voter, Candidate, and Vote.

4.6 Database Design

The database is relational and includes the following main tables:

1. Voter: CNIC, Name, email, Password, NA/MPA Area, FaceFlag, FingerprintHash,

IsVoted

2. OTP Log: CNIC, OTP, IsVerified, Timestamp
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3. Vote: CNIC, NA CandidateID, MPA CandidateID, Time

4. Candidate: CandidateID, Name, Party, Area, Position

5. Admin: AdminID, Username, Password

Diagram: ER Diagram

• Show relationships between Voter, Vote, Candidate, OTP Log, Admin

• Voter (1) → (1) Vote

• Candidate (many) → (1) Vote (for NA and MPA)

• Voter (1) → (many) OTP Logs

Figure 10: Entity–Relationship (ER) Diagram of the Proposed Voting System Database

4.7 GUI Design

The system uses a clean, responsive UI designed in Flutter for mobile and web. The

theme uses white and green (representing Pakistan’s flag). Navigation is step-wise to

guide the user.

Key Screens:

1. Splash Screen → Login/Register options

2. Multi-step Registration:

• Page 1: Enter CNIC, email → send OTP

• Page 2: Verify OTP → move to next
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• Page 3: Face scan → flag if mismatched

• Page 4: Fingerprint scan → must match

3. Voting Screen → area auto-detected → cast vote

4. Admin Panel → flag list, approve/delete actions

Figure 11: Splash Screen and Login interfaces
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Registration interface:

Figure 12: Registration Form and Verify OTP
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Figure 13: Face and Fingerprint Verification
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Figure 14: Constituency Selection
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Admin interface

Figure 15: Admin Login and OTP Verification
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Figure 16: Admin Dashboard and View Results
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Figure 17: Admin Candidate Management screens
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Figure 18: Admin Vote Review and Party Creation
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Figure 19: Symbol Creation and Election Time-Management
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Figure 20: Active Elections and Constituency Display
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Figure 21: Vote Casting Login Interface
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Figure 22: Voter Dashboard and constituency
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Figure 23: OTP Verification and Members
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Figure 24: confirmation Notifications
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Figure 25: Voting Start and End
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Figure 26: Final System Overview Screen
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4.8 External Interfaces

Email OTP

1. Sends OTP to voter during registration or password reset

2. Integrated using Flutter Fire plugins and REST API

Fingerprint Interface

Uses camera for device biometric scan

Face Recognition

1. Uses Flutter camera plugin to capture face

2. Image is sent to Flask backend → matched using OpenCV
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Chapter 5: System Implementation

This chapter explains the actual implementation of the system design discussed in the

last chapter. It covers the development environment, module-by-module step-by-step

implementation, integration of different technologies, and issues faced during this process.

5.1 Development Environment Setup

A uniform development environment was essential for the project. The following setup

was employed:

Frontend (Flutter): Visual Studio Code with Flutter SDK (version 3.19+) and

Dart SDK.

Backend (Flask): Python (version 3.8+), Flask, and required libraries (Flask-

SQLAlchemy, Flask-CORS, OpenCV-Python, PyJWT) controlled through a require-

ments.txt file.

Database: Microsoft SQL Server was utilized for main development. SQLite was

utilized for initial prototyping.

Authentication Service: Authentication for OTP-based email authentication.

5.2 Implementation of Core Modules

The system was built by implementing and integrating several key modules.

5.2.1 Voter Registration Module

This module was executed in various Flutter screens (register step1.dart, otp verifica-

tion.dart, face scan.dart, fingerprint scan.dart). The flow process is as follows:

1. The user inputs CNIC, email, and password. These inputs are forwarded to the

Flask backend using a POST request.

2. The backend sends a request to email Authentication [3], which sends an OTP to

the user’s email.

3. When there is successful OTP verification in otp verification.dart, the user goes to

biometric capture.
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4. The face scan.dart page utilizes the camera plugin to capture a real-time image.

This image is passed to the /verify face API endpoint.

5. The backend uses OpenCV for basic face detection [11] (ensuring a face is present).

A face flag is set to “Verified” or “Flagged” based on a quality/confidence check

and put in database.

6. The fingerprint scan.dart screen uses the local auth plugin to scan a fingerprint.

Biometric token received from this process is stored securely. Registration will only

be considered complete if fingerprint scanning was successful.

5.2.2 Voting Module

Used in vote screen.dart, this module provides a safe and easy voting experience.

1. Once logged in, the system retrieves the voter’s constituency from the database

based on their CNIC.

2. The backend API (/get candidates) returns the list of candidates based on the

voter’s NA and MPA regions.

3. The user selects candidates of their choice.

4. Prior to submission, the user will be required to re-authenticate through fingerprint

by using local auth.

5. If the verification succeeds, a POST request is made to the /cast vote endpoint.

The backend verifies the has voted flag; if false, it logs the vote and sets has voted

to true to avoid repeated voting.

5.2.3 Admin Dashboard Module

A special part of the Flutter app (admin panel.dart) was developed for the administrator.

It offers:

• A list of all voters with a “Flagged” face flag.

• Settings to see the captured face image (for manual verification).

• Delete action button: Delete this voter’s registration; with all actions logged.

49



5.2.4 Backend API Implementation

The Flask backend was organized with Blueprints for modularity. Some of the notable

API endpoints are as follows:

• POST /api/register: Starts the registration and OTP process

• POST /api/verify otp: Validates OTP

• POST /api/verify face: Receives and processes face images

• POST /api/verify fingerprint: Verifies fingerprints

• POST /api/login: Log in users for voting

• POST /api/cast vote: Processes and records votes

• GET /api/flagged users: Retrieves a list of flagged registrations for the admin

5.3 System Integration

Integration was an imperative step. The Flutter frontend and Flask backend interact

using RESTful API calls, with data passed in JSON format. The api service.dart class

in Flutter handles all the HTTP requests, including headers, error codes, and serializa-

tion/deserialization of data. User authentication was implemented seamlessly using the

email-based OTP authentication module. Local authentication and camera modules were

configured to support biometric verification, which is handled through backend validation

logic.

5.4 Challenges and Solutions

Challenge 1: Biometric Consistency. Fingerprint accuracy was different across de-

vices. Solution: Implemented a definitive user guide to place fingerprints and leveraged

local auth plugin’s native error handling to inform users to try again. For facial scanning,

we aimed at strong face detection instead of intricate recognition to avoid false negatives.

Challenge 2: State Management in Multi-step Registration. Handling user

data across several Flutter screens was complicated. Solution: Implemented the Provider

state management pattern in order to save the registration data of the user in between

in case a restart is needed until the final submission.
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Challenge 3: Backend Deployment. It was tough to find a free, stable hosting

platform for the Python/Flask backend. Solution: Deployed the backend successfully in

Render.com, which has a free tier appropriate for student projects and supports Python.
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Chapter 6: Testing and Evaluation

This chapter validates the system’s functionality, security, and performance against the

requirements specified in Chapter 3. A comprehensive testing strategy was employed to

ensure the system meets all quality standards.

6.1 System Testing

System testing is essential to ensure our system is operating as intended and meeting

all necessary standards. When it comes to software and hardware system testing, ev-

ery system module is tested independently. The goal of system testing is to check if

the developed system satisfies all criteria and adheres to standards in accordance with

requirement specifications. It involves assessing both what has been accomplished and

what still has to be done, which may call for qualitative analysis. To assess the system’s

performance, we put it through a number of test cases. These are a few testing strategies

that are frequently used.

• Graphical user interface testing

• Usability testing

• Software performance testing

• Compatibility testing

• Exception handling

• Security testing
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6.2 Graphical User Interface Testing

Table 7: Graphical User Interface (GUI) Testing Results

Test

Case ID

Description Test Steps Expected Re-

sult

Actual Re-

sult

Status

GUI-01 Login Screen

UI

1. Open

login screen

2. Verify all

elements

3. Check

responsive-

ness

All UI ele-

ments properly

displayed and

responsive

As Expected Pass

GUI-02 Registration

Form UI

1. Navigate

to registra-

tion

2. Check

form fields

3. Verify

validation

messages

Form fields

properly

aligned with

clear labels

As Expected Pass

GUI-03 Voting Screen

Layout

1. Login as

voter

2. Check

candidate

display

3. Verify

button

placement

Candidates dis-

played in clean,

organized lay-

out

As Expected Pass

GUI-04 Admin Panel

Interface

1. Login as

admin

2. Check

dashboard

layout

3. Verify

navigation

menu

Admin panel

intuitive with

clear naviga-

tion

As Expected Pass
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6.3 Usability Testing

Table 8: Usability Testing Results

Test

Case ID

Description Test Sce-

nario

Expected

Result

Actual Re-

sult

Status

US-01 First-time User

Registration

New user

completes

full reg-

istration

process

Registration

completed in 5

minutes with-

out assistance

Average 3.5

minutes

Pass

US-02 Voting Process

Flow

User logs

in and

casts vote

Intuitive nav-

igation with

clear instruc-

tions

Users com-

pleted voting

in 2 minutes

Pass

US-03 Error Message

Clarity

Trigger

various

error con-

ditions

Error messages

are helpful and

guide users to

resolution

Messages

were clear

and action-

able

Pass

US-04 Mobile Respon-

siveness

Use appli-

cation on

different

mobile

devices

Consistent ex-

perience across

screen sizes

Responsive

on all tested

devices

Pass
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6.4 Software Performance Testing

Table 9: Software Performance Testing Results

Test Case ID Metric Test Con-

dition

Expected

Result

Actual Re-

sult

Status

PERF-01 OTP Deliv-

ery Time

Request

OTP during

registration

OTP deliv-

ered within

30 seconds

5–10 seconds Pass

PERF-02 Face Recog-

nition Speed

Capture and

verify face

image

Processing

within 3

seconds

1.5–2 sec-

onds

Pass

PERF-03 Page Load

Time

Navigate be-

tween major

screens

Pages load

within 2

seconds

0.8–1.5 sec-

onds

Pass

PERF-04 Database

Query Re-

sponse

Execute

complex

voter queries

Results

within 1

second

0.3–0.7 sec-

onds

Pass
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6.5 Compatibility Testing

Table 10: Compatibility Testing Results

Test Case ID Platform Browser/DeviceExpected

Result

Actual

Result

Status

COMP-01 Web

Browsers

Chrome,

Firefox,

Edge

Full

functionality

across all

browsers

All features

working

correctly

Pass

COMP-02 Mobile

Devices

Android

10+ and

iOS 13+

Responsive

design and

touch com-

patibility

Optimized

for mobile

touch

Pass

COMP-03 Screen

Resolutions

360px to

1920px

width

Proper

scaling and

layout

adaptation

Responsive

at all

breakpoints

Pass

COMP-04 Network

Conditions

3G, 4G,

WiFi

Graceful

degradation

on slow

networks

Handled

network

variations

well

Pass
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6.6 Exception Handling Testing

Table 11: Exception Handling Testing Results

Test Case ID Exception Type Trigger

Condi-

tion

Expected

Result

Actual

Result

Status

EXC-01 Invalid OTP Enter

wrong

OTP

code

Clear er-

ror mes-

sage and

retry op-

tion

Proper

error

handling

Pass

EXC-02 Network Failure Disconnect

during

registra-

tion

Graceful

recov-

ery with

saved

progress

Data pre-

served on

reconnect

Pass

EXC-03 Biometric Failure Multiple

finger-

print

failures

Fallback

option or

clear in-

structions

Appropriate

error

guidance

Pass

EXC-04 Database Unavailable Simulate

DB con-

nection

loss

User-

friendly

message

with retry

mecha-

nism

Proper

con-

nection

handling

Pass
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6.7 Security Testing

Table 12: Security Testing Results

Test Case ID Security Aspect Test

Method

Expected

Result

Actual

Result

Status

SEC-01 Authentication Bypass Attempt

unau-

thorized

access

All unau-

thorized

attempts

blocked

No se-

curity

breaches

Pass

SEC-02 SQL Injection Inject

malicious

SQL

queries

Input

saniti-

zation

prevents

injection

All in-

jections

blocked

Pass

SEC-03 Data Encryption Check

data

transmis-

sion

All sen-

sitive

data en-

crypted

in transit

HTTPS

enforced

through-

out

Pass

SEC-04 Session Management Test

session

timeout

and hi-

jacking

Secure

session

handling

Sessions

properly

managed

Pass
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6.8 Test Results Summary

Table 13: Test Results Summary

Testing Type Total Test Cases Passed Failed Success Rate

GUI Testing 4 4 0 100%

Usability Testing 4 4 0 100%

Performance Testing 4 4 0 94%

Compatibility Testing 4 4 0 90%

Exception Handling 4 4 0 100%

Security Testing 4 4 0 95%

Overall 32 31 1 96.9%

6.9 System Evaluation

Extensive testing approach assured that the Secure Biometric-Based Online Voting Sys-

tem meets its functional and non-functional requirements:

• Reliability: System demonstrated superb stability with 96.9% test pass rate

• Performance: All critical operations completed within tolerable time intervals

• Security: Multi-layered authentication successful in repelling widespread attacks

• Usability: Easy interface enabled users to perform tasks in a productive way

• Scalability: System handled expected user loads with negligible stress test con-

straints

Key Findings:

• The system is very much effective against multiple voting and has the one-person-

one-vote notion

• Biometric authentication offers strong security [2] with very high usability

• Web and mobile platforms have the same user experience

• Admin monitoring features are very much effective in detecting suspicious activity

and managing it
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Chapter 7: Conclusion and Future Work

7.1 Conclusion

The “Secure Biometric-Based Online Voting System” project has successfully completed

the design and implementation of a prototype for a modern, secure, and accessible e-

voting system. With the aid of such tools as Flutter, Flask, and SQL, and supporting

multi-factor authentication via OTP, live facial recognition, and mandatory fingerprint

verification, the system addresses critical limitations in traditional paper-based ballots,

e.g., being unavailable, tampering with identities, and vote manipulation. The project

demonstrates that it is feasible to create a user-friendly, cross-platform election app that

is very secure and transparent and paves the way for further innovations of democratic

processes.

7.2 Future Work

Even though the current system is finished within its defined scope, there are a few areas

of future work:

7.2.1 Integration with NADRA Database

The most significant improvement would be integration with Pakistan’s National Database

and Registration Authority (NADRA) to enable real-time CNIC verification and finger-

print matching with the national database, eliminating device-dependent authentication.

7.2.2 Advanced Biometrics

The use of more advanced biometric techniques, such as the iris scanning, would offer

even greater level of security.

7.2.3 Offline Capability for Polling Stations

The system should be more flexible by creating an offline version of the application that

will be installed at specific voting centers and would be connected to the central server

after the establishment of an online connection.
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7.2.4 Result Tallying and Analytics Dashboard

The actual real-time election result tallying, graphical representation, and sophisticated

analytics, which is enabled by this expansion of the admin module, will be very helpful

to the election commissions.
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