
^UN'% 
** 6 \

FINAL YEAR PROJECT REPORT

REDEFINING GAMING INDUSTRY 

THROUGH SMART TOKENS USING WEB
3.0

In fulfillment of the requirement 

For degree of 

BS (COMPUTER SCIENCES)

By

FARASAT ALI
MUHAMMAD HASSAN ZAHEER 

KHAIMCHANDANIDARSHAN MOOLCHAND 65212 (BSCS)

SUPERVISED

65195 (BSCS) 

65258(BSCS)

BY
MUHAMMAD TALHA ALAM

BAHRIA UNIVERSITY (KARACHI CAMPUS)

SPRING -2023



11

DECLARATION

We heieby declare that this project report is based on our original work except for 

and quotations which have been duly acknowledged. We also declare that it has not been 

previously and concurrently submitted for any other degree or award at Bahria University 

or other institutions.

citations

o
Signature :

V

P anName

CdS\c\^Reg No.

7
W-Signature :

Name 2. A

Reg No.

Signature :

€5312-

Name

Reg No. :

O 1-Date



Ill

APPROVAL FOR SUBMISSION

We certify that this project report entitled “REDEFINING GAMING INDUSTRY 

THROUGH SMART TOKENS USING WEB 3.0” was prepared by FARASAT ALI, 
MUHAMMAD HASSAN ZAHEER, KHAIMCHANDANI DARSHAN 

MOOLCIIAND has met the required standard for submission in partial fulfilment of the 

requirements for the award of Bachelor of Science in Computer Science at Bahria 

University, Karachi.

Approved by,

Signature :

Supervisor: Mr. Muhammad Talha Alam

Date



'.

IV

:

The copyright of this report belongs to Bahria University according to the Intellectual 

Properly Policy of Bahria University BUORIC-P15 amended on April 2019. 

acknowledgement shall always be made of the use of any material contained in, or derived 

from, I his report.

Due
:

© 202.) Bahria University. All right reserved.

»

:



V

ACKNOWLEDGEMENT

We would like to express our sincerest gratitude and acknowledgement to all those who 

have helped us towards the completion of this project.

fiist and foremost, we would like to thank the Almighty God for giving us the strength, 
knowledge, and wisdom to pursue this project.

We would like to extend our heartfelt thanks to our supervisor, Mr Talha Alam, for his 

constant support, guidance, and encouragement throughout the entire project. His 

knowledge and expertise in the held has been invaluable and we are grateful for the 

opportunity to work under his supervision.

We would also like to express our gratitude to Dr. Ghulam Muhammad for his guidance 

and encouragement. His insights and advice have been instrumental in helping us towards 

the completion of this project.

Finally, we would like to extend our sincere thanks and appreciation to our parents, who 

have always been there for us, providing us with love, support, and encouragement 

throughout our academic journey. Their sacrifices and unwavering belief in us have been 

the driving force behind our success.



i
VIi

REDEFINING GAMING INDUSTRY THROUGH SMART TOKENS USING
WEB 3.0

ABSTRACT

This pioject aims to create a powerful and flexible smart token that lets users confidently 

own and control their digital assets. 1 his smart token will be easy to use across platforms 

and have many applications. I he project report will investigate in depth the various 

techniques and technologies that will be employed in the creation of this smart token, 
including the incorporation of WEB 3.0, Non-Fungible Tokens (NFTs), Application 

Programming Interfaces (APIs), and the extraction of asset sharing features. The 

conceptual architecture and framework will be researched and developed with a focus 

verifiability, tamper-resistance, availability, usability, and tradability to ensure the smart 
token meets the highest standards of security, transparency, and efficiency. ERC-20, ERC- 

721, and ERC-1 155 will be examined and incorporated. The smart token will allow gamers 

and non-gamers to buy, sell, lend, and borrow digital assets across platforms. The smart 

token will also track all asset operations, ensuring transparency and accountability. This 

smart token's potential will be examined through studies, projects, and future use 

Additionally, the project encompasses the development of a decentralized NFT 

marketplace, where users can interact with their digital assets in a secure and transparent 

environment. This marketplace will be built on the blockchain and integrated with 

Metamask, a popular Ethereum wallet, allowing users to connect their wallets and trade 

NFTs. The marketplace will provide a platform for users to buy, sell their NFTs with other 

users in a safe and secure environment, free from the limitations and constraints of 

marketplaces.

on

cases.



{

[ VII

TABLE OF CONTENTS

DECLARATION
APPROVAL FOR SUBMISSION
ACKNOWLEDGEMENT
ABSTRACT
LIST OF TABLES
LIST OF FIGURES
LIST OF SYMBOLS AND ABBREVIATIONS

ii

in

v
VI

Xlll

XIV

xvn

CHAPTER 1 1
|

MS INTRODUCTION 1m:
v-'.va;mm 1.1 INTRODUCTION & BACKGROUND 1Wf:

’M' 1.2 PROBLEM STATEMENTS 1f;'i
m 1.3 AIMS AND OBJECTIVES 2

1.4 PROJECT SCOPE 3

CHAPTER 2 5

BACKGROUND AND LITERATURE REVIEW 5

2.1 BLOCKCHAIN ARCHITECTURE 5

2.1.1 Characteristics of Blockchain
2.1.2 Multiple Consensus and Their Comparison

2.1.3 Comparison

6

6

8

2.2 Tradeoffs and Challenges of Blockchain 9

102.3 TOKEN 1ZAT10N

2.4 TOKEN STANDARDS

2.4.1 ERC-20

2.4.2 ERC-721

2.4.3 ERC-1155

11

11

11

11

122.4.4 Comparison Table

I 2.5 INTERPLANETARY FILE SYSTEM - IPFS 13



VIU

2.5.1 1PFS Algorithm

2.6 DECENTRALIZED AUTONOMOUS ORGANIZATIONS (DAOS)
2.6.1 Types of DA Os

2.7 DECENTRALIZED FINANCE ( DEFI )
Blockchain Oracles

13

15

15

17
2.7.1 17
2.7.2 Implementation 18

2.8 WHY IN TEGRATE BLOCKCHAIN 19

2.9 HOW BLOCKCHAIN CAN HELP 20

2.10 NFTS IMPLEMENTATIONS 21

2.11 NFTs DESIRED PROPERTIES 24

2.12 CHALLENGES CAUSED BY AMBIGUITY AND UNCERTAINTY 25

2.13 LITERATURE REVIEW 26
2.13.1 LITERATURE REVIEW TABLE 30

2.14 CHAPTER SUMMARY 33

CHAPTER 3 34

REQUIREMENTS SPECIFICATION 34

3.1 EXISTING METAVERSE PLATFORMS 34

3.1.1 Decentraland 34

3.1.2 The Sandbox

3.1.3 Axie Infinity

3.1.4 Cryptovoxels

3.1.5 Roblox

34

35

35

35

3.2 EXISTING NFT MARKETPLACES

3.2.1 BinanceNFT

3.2.2 OpenSea

3.2.3 Axie Marketplace

3.2.4 NBA Top Shot Marketplace

3.2.5 Rarible

3.2.6 SuperRare

36

36

37

38

39

40

41



IX

3.2.7 Nifty Gateway 42!

3.3 MARKET PLACE COMPARISON 'FABLE 43

3.4 PROPOSED SYSTEM FEATURES COMAPRISON 44

3.5 FUNCTIONAL REQUIREMENTS 45

3.6 NON-FUNCTIONAL REQUIREMENTS 46

CHAPTER 4 48

DESIGN AND METHODOLOGY 48

4.1 ARCHITECTURE OVERVIEW 48

4.2 User Module 50

4.3 Admin Module 52

4.4 System Design Overview
4.4.1 Market Place System Use-Case Overview

4.4.2 System Backend Overview
4.4.3 Data Flow of Preliminary Model

53

53

54

55

4.5 SMART TOKEN CONTRACTS DESIGN & METHODOLOGY 56
4.5.1 CONTRACTS STRUCTURE 56

4.5.2 ERC72I: 57

604.5.3 ERC165
624.5.4 ERC1155 DAO CONTRACT

4.5.5 ERC20, ERC721, ERC 1155 COMPARISON

4.5.6 OWNABLE CONTRACT:

4.5.7 PAUSABLE CONTRACT:

4.5.8 STRINGS LIBRARY:

4.5.9 ADDRESS LIBRARY:

4.5.10 Lending Borrowing CONTRACT

4.5.11 Pausable Packed:

4.5.12 IERC72I Receiver:

4.5.13 IERC721 Metadata:

66
67

69

71

72

74

76

77

78



X

CHAPTER 5 79

IMPLEMENTATION 79

5.1 ENVIRONMENT: 79
5.1.1 HARDHAT 80

5.2 DETAILED WORKING OF ERC-721 AND ITS FUNCTIONS 81

5.3 OWNABLE CONTRACT 82

5.4 PAUSIBLE CONTRACT 82

5.5 ERC721 DAO CONTRACT: 83

5.6 VARIABLES: 84

5.7 MODIFIERS: 85

5.8 MAPPINGS: 87

5.9 FUNCTIONS: 87

5.10 OVERVIEW OF MARKET PLACE DESIGN PROCESS 92

5.11 SMART CONTRACT DEPLOYMENT: 97

CHAPTER 6 98

TESTING AND EVALUATION 98

6.1 SYSTEM TESTING 98

6.2 SMART CONTRACT TESTING 110
6.2.1 ERC721: 110

6.2.2 OWNABLE: 111

6.2.3 PAUSABLE: 111

6.2.4 PAUSABLEPACKED: 111

6.2.5 LENDING BORROWING: 112

6.2.6 ERC72IDAO: 113

6.3 LOAD TESTING USING JMETER 114
6.3.1 Responses Time Overtime

6.3.2 Response Time Distribution

115

115



!

XI

CHAPTER 7 116

RESULTS 116

7.1 Landing Home Page Web UI:
7.1.2 Connect Wallet Prompt:
7.1.3 View User profile Page:
7.1.4 View Other Users on platform
7.1.5 Explore Assets Page
7.1.6 Explore Asset Details
7.1.7 Buy and pay- MetaMask wallet prompt
7.1.8 View Owned/Bought assets
7.1.9 Admin Panel-Mint NFTS 

Admin Panel - Added Access

116
117
118
119
119
120
120
121
121

7.1.10 122

7.2 Game UI -WELCOME PAGE 123
7.2.1 Fetched user details
7.2.2 Asset in-game

7.2.3 owned assets in game

123

124

124

7.3 MARKET PLACE UI DESIGN 125
7.3.1 Home Page Landing:

7.3.2 Search Page:

7.3.3 About Us Page:

7.3.4 Contact Us Page:
7.3.5 NFT-Detail Page:

7.3.6 Connect MetaMask Wallet Popup:

7.3.7 MetaMask Installation Popup :

7.3.8 Connected MetaMask Wallet Address Confirmation:

7.3.9 Create New NFT Page:

7.3.10 Minting NFT Page:

7.3.11 Discover and Filter NFT’s Page:

125

126

127

128

129

129

130

130

131

132

132

133CHAPTER 8

8.1 CONCLUSION 133

8.2 FUTURE WORK 134


