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OnionOwl: An Autonomous Crawler for Mapping Onion Sites  

 

 

ABSTRACT 

 

 

Orion Intelligence needs advance capabilities to automate the classification and 

extraction of actionable intelligence out of the hidden network where leak sites contain 

enormous volumes of unstructured and inconsistent HTML information. The existing 

web scraping, web classification and NLP tools developed for the clear web are 

unsuitable because of a non-standardized and fragmented structure of hidden network 

sites, as well as their active masking. In order to overcome this issue, we built a 

specialized pipeline of structured leak onion sites classification and data extraction, 

which comprises data gathering, cleaning and normalization in addition to fine-tuning 

of the model that is particular to the dark web leak sites. 

This project discusses the use of machine learning based onion site 

classification and transformer-based NLP models in HTML-to-structured-information 

extraction that provided an balance between input capacity, model size and extraction 

accuracy. Sites classified as leaks were cleaned, cleaned HTML data were converted 

into a specialized JSONL data format and data normalization was applied so that NLP 

model training could be compatible with the data. The model was optimized to detect 

and harvest important entities in the form of titles, dates, web links, records and other 

appropriate metadata of various dark web resources. 

The system is very accurate in converting unstructured HTML from hidden 

networks to structured and analyzable formats. This module improves the functionality 

of OSINT, reduce the manual work and assist downstream processes like threat 

prediction and analysis. It is a framework that is both modular and scalable and can be 

improved in future as per the further requirements of Orion Intelligence and can be 

modified to suit the needs of emerging challenges in dark web monitoring. 
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CHAPTER 1 

 

 

 

1 INTRODUCTION 

 

 

 

1.1 Background 

 

Each day, a huge amount of information is produced and shared online. While search 

engines help access the surface web, most of the internet, especially the deep and dark 

web contains data that is not indexed in the usual way. This data includes business 

listings, leak repositories and content about data breach, much of which is difficult to 

access, find, analyze or organize. The traditional method of visiting each website 

through a browser or downloading content from various sites takes too much time, has 

a high chance for error and is practically impossible due to the huge volume and variety 

of information available online. 

 

Genesis Technologies is a prominent security operations and threat 

intelligence solutions provider in Pakistan. The company has designed and developed 

its leading product, named Orion Intelligence, that various national and international 

enterprises use for threat monitoring and cyber risk exposure. In the course of my 

industry collaboration with Genesis Technologies, the company identified a 

significant gap in Orion Intelligence, specifically on its lack of automated and 

intelligent crawling module that is capable of obtaining structured information from 

hidden networks, specifically onion sites that regularly present breach samples and 

leaked datasets. 

 

Research has shown that well designed data scraping and processing tools can 

significantly improve quality of data. Moreover, it reduces manual efforts and help 
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generate useful insights. For example, structured extraction of metadata such as titles, 

dates of publication, link and content enable effective organization, filtering and 

analysis of data. In addition, data labeling and grouping can be automated by applying 

machine learning to categorize content. This is extremely helpful with a dataset that is 

scraped from a variety of web-based platforms. While these pipelines are still useful, 

developing stable pipelines to tackle issues, such as imbalanced categories of content 

being scraped, standardized HTML structures for each website and access to masked 

networks are significant barriers to development. 

 

This project will focus on addressing this issue, by developing an autonomous 

crawler module that will be incorporated with Orion Intelligence. The module will 

automatically categorize onion sites, crawl them, scrape them and extract structured 

content that is related to leaks. This autonomous crawler module will provide high 

value enhancements to Orion Intelligence's mission of enabling rapid and actionable 

intelligence on emerging data leaks by automatically fetching leaked data as soon as it 

becomes publicly available, which can then be utilized by companies, agencies and 

law enforcement authorities for timely action and mitigation. 

 

 

 

1.2 Problem Statements 

 

The key challenge with Orion Intelligence is that capturing and sorting data from 

onion sites takes an extensive amount of manual effort. Analysts are required to visit 

pages for identifying content and parsing webpages, identifying and deleting unwanted 

data and removing duplicates, before they begin the process of sorting the data into 

categories and extracting it. This takes time, involves human errors and results in 

inconsistencies due to the diversity in page structures and dynamically generated 

content. To overcome these manual efforts, this project builds a full end-to-end 

automated pipeline that can classify, parse and sort data from the onion sites. The 

pipeline will ensure there is less manual work and less human errors resulting in clean 

and structured datasets that will be used for research, monitoring and threat 

intelligence purposes within Orion Intelligence. 
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1.3 Aims and Objectives 

 

The objective of this project is to develop a workflow which is designed for automated 

web classification and extracting useful information. Our goal is to minimize the 

manual efforts and fetch breaches in a structured way that are ready for analysis or 

decision-making. 

 

The objectives of the project are as follows: 

 

i) To utilize machine learning and natural language processing techniques to 

classify sites and extract important data. 

ii) To build an efficient web crawler that can crawl a variety of different sites and 

access hidden networks such as Tor. 

iii) To fetch the important content such as titles, links, content, images, records 

and other metadata, while removing unnecessary content and duplicate records 

to ensure consistency. 

 

 

 

1.4 Scope of Project 

 

The scope of the project is to develop a system that classifies onion sites and extracts 

meaningful insights from them, in an automated manner. This system will take 

unstructured HTML from onion sites and extract useful information from it. The goal 

is to automate the crawling process of onion sites and reduce much of the manual time 

and efforts used to identify and organize data from private networks. The system will 

incorporate machine learning to classify sites and natural language processing to 

identify and extract relevant and important content from onion sites, thus removing the 

manual labeling. 
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CHAPTER 2 

 

 

 

2 LITERATURE REVIEW (and/or SRS) 

 

 

 

2.1 OnionOwl: Overview 

 

OnionOwl is a module of Orion Intelligence and it is designed to increase Orion 

Intelligence ability in automated leak data extraction and structured generation of 

clean, usable data. While the broader Orion system is concerned with OSINT-based 

monitoring, analysis and alerting, this component is oriented towards one of the most 

time-intensive challenges of the OSINT team which includes extracting clean, 

structured and human-readable information out of highly inconsistent leak sites of the 

dark web [1]. Its irregular HTML structures and the frequently changing designs 

resulted in the manual extraction being slow, error-prone and non-scalable [2]. To 

address these issues, our project proposes an NLP-based extraction engine that can 

convert raw HTML of leak-site to valuable information. To accomplish this, we 

constructed two datasets by ourselves, one for classification and other for important 

data extraction from raw HTML. The data set was created from hidden-network leak 

sites so that it would be fully compatible with the setting in which Orion Intelligence 

is operating. 

 

 

 

2.1.1 Existing Solutions 

 

There are solutions for this type of problem but currently there is no effective end-to-

end solution that can be incorporated into Orion Intelligence to make automated 
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process of extracting structured data from dark-web leak sites. The majority of 

available studies and tools work with Clearnet datasets, where websites follow 

predictable layouts, clean HTML and normalized metadata. Such techniques fail to 

work on hidden-network targets, where HTMLs are not uniform, tags frequently have 

been fragmented and content has deliberately been hidden. Due to this, we have created 

a completely customized pipeline, including dataset creation and cleaning, 

normalization and model fine-tuning, which is specific to dark-web leak pages and the 

business requirements of Orion Intelligence. 

 

 

 

2.1.2 Limitations of Existing Solutions 

 

Existing solutions for dark web intelligence suffer from several critical limitations that 

prevent their direct integration into Orion Intelligence for automated structured data 

extraction from leak sites. Most existing crawlers and analysis frameworks are either 

purpose-specific, limited to surface web environments or require substantial manual 

configuration, as seen in systems like CRATOR, DIDECT2S and other Selenium-

based Tor crawlers, which struggle with highly irregular HTML, fragmented tags, 

dynamic content and anti-scraping countermeasures. Deep learning approaches in PII 

detection and dark web classification primarily operate on clean, curated datasets and 

do not address the severe noise and structural inconsistencies typical of leak-site 

HTML [3]. Even advanced NER and LLM-based systems such as UniversalNER, 

GLiNER or LLM-driven threat intelligence pipelines require large annotated datasets 

[4]. Additionally, most current frameworks focus on classification or entity extraction 

in marketplaces, forums or generic onion services, not on transforming raw, 

unstructured leak-sites into reliable, normalized and structured OSINT outputs. As a 

result, no existing end-to-end model or pipeline can be directly adopted for Orion 

Intelligence, making it necessary to design a fully customized workflow. 
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2.2 Existing Research and Work 

 

Recent studies have paid significant attention to automatic detection of Personally 

Identifiable Information (PII) within unstructured text, highlighting the performance 

of different machine learning techniques. The rule-based models such as Regex, 

classic classifiers such as SVM, Random Forest and Conditional Random Fields and 

current deep learning models such as LSTMs and Transformers such as BERT were 

explored in one paper. The results have shown that deep learning models were more 

accurate and recalled better than the conventional ones, but they were computationally 

costly and required very large training datasets. The proposed study workflow was also 

a structured process of detecting PII that included preprocessing and tokenization, 

named entity recognition, confidence scoring, and downstream action modules, 

including masking or alerting [3]. 

 

The other significant contribution in the literature is developing an overall and 

scalable framework of dark web analysis, which align with the fact that most of the 

current tools are purpose-specific and might need to generate the software from scratch. 

The microservice architecture proposed in the case is a three-layer. These layers are 

control, logic, and operations. The Control Layer deals with infrastructure and API 

requests, the Logic Layer deals with particular workflows like scraping websites or 

classifying forums and the Operations Layer deals with autonomous activities like web 

crawling or port scanning. It uses open-source technologies such as Docker Swarm to 

create an orchestration, Apache Kafka, asynchronous messaging, PostgreSQL 

persistence, and the ELK Stack, which is centralized logging and monitoring. 

Validation was done at the expense of scraping Tor onion services, extracting the titles, 

description, tags and language metadata of onion sites, and had a very impressive scale 

with more than 78,000 onion services and over half a million domains scraped [4]. 

 

In another study, the authors present CRATOR, a Tor network crawler that 

attempts to convert dark web pages into actionable Open-Source Intelligence (OSINT). 

CRATOR is the solution to the problem of dark web crawling that is the lack of 

structure and randomness of the content. The system uses a breadth-first crawler policy, 

an integration of seed URLs and link analyzer and the use of proxies, user-agent 

switching and cookies to make the system efficient and offer anonymity. It can also 
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bypass simple security systems such as the use of login forms and simple CAPTCHA 

and both automated and manual session management is supported [1]. 

 

The next piece of research is an example of a deep-learning-based search 

engine that was created with the purpose of illicit activity detection and classification 

on the dark web. The authors note that the dark web is hard to analyze, with anonymity 

allowing mass crime and offer a system according to which automatic categorization 

of material into five groups is made: the trading of drugs, the trade of weapons, stolen 

bank cards, fake identity documents and illegal money. Their system is a mixture of 

image and text-based classification. Onion websites images are processed with CNNs, 

assisted by a transfer-learning-enabled ResNet50 backbone, and text-only websites are 

processed through NLP using KeyBERT and cosine similarity are used to label each 

category. The system is highly performing and this proves it has potential capacity to 

increase greatly in automated detection of illegal activities and minimizing manual 

work in law enforcement agencies [5]. 

 

The other important contribution that has been made in the field is devoted to 

the systematical review of the already existing dark web crawlers and the creation of 

a Tor-based crawling model that is optimally suited for digital investigations. The 

authors conducted a Systematic Literature Review of 34 studies and discovered that a 

majority of studies make use of custom-built crawlers, with Python becoming the 

chosen language and Selenium and Scrapy being the most used libraries. Based on 

these observations, they created a new crawler as part of the Digital Detectives 

Comprehensive Tor Toolset (DIDECT2S) which they developed using a modified 

Selenium driver to use the Tor browser and behave as a human operator to maintain 

forensic integrity. Through experimental analysis, the crawler was shown to be a useful 

tool in scraping the content of large dark markets, including pages with CAPTCHA 

and authentication, but it was significantly slower because of Tor intrinsic latency. In 

spite of this, an analysis of cosine similarity revealed that the content scraped was very 

similar to the clear-web equivalents which proved the validity of the crawler [2]. 

 

The other recent work is the study of how Large Language Models (LLMs) 

may be used to assist law enforcement in monitoring and analyzing the Dark Web, 

which would help overcome the problem of the rapidly increasing volumes of hidden, 
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decentralized and criminally oriented content. The authors compared eight state-of the 

art LLMs offered by the major providers on three ethically sourced Dark Web datasets, 

DUTA-10K, CODA and Nemesis Marketplace to compare their performance over the 

main threat-intelligence tasks. The findings revealed that LLMs had good results in 

classification and domain specific tagging. Nevertheless, activities that demand a 

higher level of reasoning, finer-level differences or strategic interpretation were more 

challenging, which shows the shortcomings of existing models. On the basis of these 

findings, the authors suggested a modular architecture based on LLM (which serves as 

a key component of real-time Dark Web intelligence extraction) that combines TOR-

compatible data ingestion with multi-agent LLM pipelines and automated threat 

alerting [6]. 

 

Another research is aimed at automating the extraction of the key information 

in Darknet Markets to aid law enforcement to overcome the shortcomings of the 

manual data collection method, which is time-consuming, labor-intensive and subject-

to-error. The authors compared Named Entity Recognition (NER) three state of the art 

models (ELMo BiLSTM, UniversalNER and GLiNER) on extracting complex entities 

like a product name, prices, vendors, categories, stock, and views on DNM product 

listings. To alleviate a lack of data, they proposed a scalable data collection structure 

and created a novel collection of annotated data, DNMsListing. A specialized dark 

web crawler with SOCKS5 proxies, randomized delay and anti-scraping mechanisms 

was used to conduct crawling which allowed access to the protected marketplaces with 

high dependability. It was experimentally evaluated that LoRA and k-bit quantization 

with PEFT techniques resulted in a significant improvement. The best results were 

obtained with fine-tuned UniversalNER-7B. Tests of Robustness in an unseen market 

showed high Precision but lower Recall and demonstrate that the model is sensitive to 

changes in the domain and it is difficult to generalize across heterogeneous darknet 

settings [7]. 
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CHAPTER 3 

 

 

 

3 DESIGN AND METHODOLOGY 

 

 

 

3.1 Development Method 

 

For this project, an Agile Software Development Life Cycle (SDLC) was employed as 

our development methodology. Due to the complexity of the system, that includes web 

feature extraction, HTML cleaning, parsing, machine learning based binary 

classification and natural language processing-based information retrieval, database 

integration and front-end display, we chose Agile. This approach allowed the team to 

use iterative development and deliver functionality in short cycles while allowing 

flexibility for changing when changes were required. By using Agile, each module of 

the system was developed in stages to enhance functionality and develop the efficient 

system to achieve the required outcome. 

 

 

 

3.1.1 Why Agile Was Chosen? 

 

Due to the iterative nature of Agile, this methodology was chosen as it supports 

extensive and quick development activities while modules are being developed, 

utilized and refined based on the feedback. For projects that required step by step 

development, Agile is used as it ensures that the planned modules such as web scraping, 

HTML parsing, NLP model building and front-end integration can be developed, 

tested and improved independently. Using Agile, the team build and test system 

modules while receiving quick and effective feedback. Furthermore, team developed 
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a product in small manageable pieces which ultimately reduce the risk of technical 

failure and errors and enable developers to timely incorporate the feedback into the 

final product. 

 

 

 

3.2 Tools and Technologies 

 

The project lifecycle is dependent upon various tools and technologies that provide 

support to a range of functions like web scraping, clearing raw data, parsing structured 

data, classifying the data, storing the data and integrating data into the frontend of the 

pipeline. Each function of the system will require specific capabilities including, 

working with a dynamic web environment, unstructured HTML, training machine 

learning models and data management. This project involves multiple technological 

components in order to ensure the functionality of the project. Together these tools 

construct the components of the automated pipeline so the system will extract, cleanse, 

store and produce meaningful information in an efficient and scalable manner. 

 

 

 

3.2.1 Programming Language 

 

Python is the backbone of this project because is offers a flexible environment for 

smooth management of multiple tasks. It is used to scrape onion sites, as well as 

preprocessing of data and training and evaluation of machine learning and natural 

language processing models. Asynchronous web scraping, HTML parsing and data 

cleaning are also determined by python, which means that the system is able to 

efficiently fetch and prepare data from different websites for further use. 

 

 

 

3.2.2 Web Building Technologies 

 

• HTML: It is used to define structure of the web application.  
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• CSS: It is used to style web pages by adding layouts, colors, fonts which 

enhance the overall appearance of the application.  

• JavaScript: It is used to add functionality and interactive features into the 

application.  

• Flask: It is a python backend framework used to serve APIs, manage client 

requests and connect the frontend with backend.  

• MongoDB: It is a NoSQL database which provides a reliable and flexible 

storage solution for the application. It is used to store the information predicted 

by the NLP model. 

 

 

 

3.2.3 Web Scraping Technologies 

 

• Request and urllin3: Web pages are fetched using requests and urllib3 which 

can handle both, a normal as well as a secure URL. They are reliable to manage 

network requests. They also including retries to send request and validate URL. 

This ensure pages are accessible for further processing. 

• BeautifulSoup (bs4): It is used to parse HTML content and extract structured 

information which makes the content ready for further process.  

• Playwright: It is used to automate the accessing of hidden networks and the 

sites having JavaScript-rendered content. Playwright is selected because it is 

reliable, efficient and works great for crawling. In this project it runs in a 

headless way. Playwright is an appropriate choice of a reliable web scraping 

solution due to the ability to customize timeouts and retries.  

• lxml and XPath: These two technologies are used to converts HTML into a 

tree like structure of data, which allows the system to find and extract specific 

content efficiently. 

 

 

 

 



12 

3.2.4 Data Processing and Analysis 

 

• CSV: It is used to store and share structured datasets, which consist of sites 

features, input/output labels and textual keywords along with the frequency 

they appear. This format provides a clean and standardized structure for storing 

input/output pairs, making it easy to use for different parts of the system to load, 

read and process data consistently.  

• OS: This module to manage and organize project files as it interacts with the 

file system to make sure that datasets, models and outputs are saving in the 

correct locations and are easy to locate.  

• Argument parsing module: Argparse is used in this pipeline to allow the input 

through command line parameters, instead of hard-coding values into the script. 

• Pandas: It is used throughout the pipeline to accommodate tabular data and 

ease the process of loading, updating, cleaning and preprocessing datasets for 

feature extraction and classification.  

• Collections: This module is take part in abstracting and analyzing patterns 

inside the HTML content like identifying frequently appearing elements.   

• JSONL: The main format used to store cleaned and parsed HTML chunks for 

this project is called JSONL (JSON Lines) format, where every line forms its 

own data element. This format is efficient while reading and writing large 

amounts of data that are used for training and analysis of NLP models. 

 

 

 

3.2.5 Text Processing and Feature Engineering 

 

• Re (Regular Expression): It is used in this project to detect patterns in text 

and extract relevant keywords. Moreover, it also used to remove unnecessary 

or irrelevant content from HTML. 

• Nltk stopwords module: It provides a  list of common English stopwords 

which enables the system to filter out words that do not contribute 

meaningfully to data classification.  
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• minify_html: It is used in this project to clean and compress raw HTML 

content. By removes unnecessary white spaces, useless formatting tags and 

other irrelevant scripts minify_html keeps meaningful content which is suitable 

for parsing.  

• Imblearn: It provides methods to balance classes in datasets where certain 

classes are less in number. This improving model performance and reducing 

biasness. It is used in the binary classification of onion sites. 

 

 

 

3.2.6 Netowrking and Proxy 

 

This project uses a Tor SOCKS Proxy, which ensures that each web request is passed 

through the Tor network. The Tor network will provide anonymity and a secure tunnel 

to the system so that system can access to hidden and restricted sites. Thus, it is 

relatively easy to scrape onion site data while protecting systems privacy and the 

masking of IP address. 

 

 

 

3.2.7 Artificial Intelligence Techniques 

 

• Scikit-learn: Used for training classical machine learning models for text 

classification. 

• Label Encoding: Converts textual category labels into numeric format for 

machine learning models. 

• TF-IDF Vectorization: Converts text from website keywords into numerical 

feature vectors. Captures word importance across the corpus for classifier input. 

• Joblib and from_pretrained by Hugging Face: Serializes trained models and 

preprocessing objects for later use. Allows easy loading of trained classifiers 

in the Orion Intelligence system. 

• Evaluation Metrics: Helps in selecting the most effective model for 

integration into Orion Intelligence. 
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• PyTorch: Core deep learning framework used to build, train, and run the 

FLAN-T5 model. 

• Transformers by Hugging Face: Provides the pre-trained FLAN-T5 model 

and tokenizer. Enables sequence-to-sequence text generation for extracting 

structured information from unstructured HTML. 

• Datasets by Hugging Face: Converts JSONL data into Hugging Face Dataset 

objects for seamless training and evaluation. Facilitates efficient batching, 

tokenization and integration with Seq2SeqTrainer. 

• Seq2SeqTrainer and Seq2SeqTrainingArguments: High-level API to 

handle training, evaluation, logging, and checkpointing for sequence-to-

sequence models. Manages hyperparameters like epochs, batch size, learning 

rate, and gradient accumulation. 

• T5 Tokenizer: Converts input HTML and output JSON into token IDs that the 

model can understand. 

• Data Collator for Seq2Seq: Dynamically pads inputs/outputs to the same 

length in a batch. 

• Evaluation Metrics (ROUGE, BLEU): Measure similarity between 

generated output and ground truth for sequence-to-sequence tasks. ROUGE 

evaluates n-gram overlap. BLEU evaluates exact token match accuracy. 

• Hugging Face accelerate: Handles device placement and mixed precision for 

optimized training across GPUs. Reduces memory usage and accelerates model 

training. 

 

 

 

3.3 Development Environment 

 

• Git: It is a version control system which helped monitor and manage changes 

to the project over time. The collaboration and version tracking was done easily 

using git.  

• GitHub: It is a remote repository hosting service that supports the 

collaborative development. It also includes code backup and makes code 

publicly available to the team.  
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• PyCharm: It was used to write, edit, debug and organizing python code. It 

helps maintain a smooth and well-structured development workflow.  

• Kaggle: It was used to train the natural language processing models. 

Additionally, it was used to maintain datasets for experimentations and to 

explore many different techniques to train the models within the online 

notebook environment.  

• Google Colab: It also assisted in developing models by providing a free cloud-

based notebook environment with GPU capabilities. Free GPUs made 

experimenting fast. Moreover, using GPU made prototyping easy and training 

scalable. 

 

 

 

3.4 System Architecture and Design 

 

The architecture of the autonomous leak crawler is overall structured to develop an 

automated system that is robust, scalable and reliable. A system which is capable of 

classifying, processing, extracting useful information and storing that information. 

This system has multiple modules working together across the entire process, 

extracting unstructured information from the onion sites and transforming the 

information into usable content. Each module surves a particular purpose and adds 

value to the entire workflow. The system is intended to process the information in real 

time and convert raw HTML into useful, structured data. The entire system consists of 

layers and components to maintain flexibility and ease of maintenance throughout the 

architecture. 
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Figure 3.1: System Architecture Diagram 

 

3.4.1 Overview of System Architecture 

 

This project is built in a modular, end-to-end automated pipeline. The system is 

designed to classify, clean, crawl and store data from onion sites. The system 

architecture converts unstructured web content into structured, useful data while 

minimizing human effort and errors. The system is arranged in a client-server 

environment with pipelines as the main engine supported by components for storage 

and the frontend functionality. 

 

Layers of the system includes: 

i) Presentation Layer (Frontend): Allows the user the to interact with 

structured data, view crawled records and review extracted metadata. This 

layer acts as a web platform for presenting real-time outcomes. 

ii) Business Logic Layer (Processing Pipeline): Implements the core steps of 

the project like: 

• Site Classification: Classifies onion sites according to their content 

type. 

• Data Cleaning: Remove irrelevant content such as ads, styles, scripts 

and other unnecessary HTML tags. 
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• Web Crawling: Extract important information from the cleaned 

HTML. 

• Data Storage: Extracted information is then stored in the database 

iii) Backend Layer: It defined the workflow of the application. It helps in the 

communication between the pipeline modules and frontend. It handles client 

request. Moreover, it stores, retrieve and update data in the database effectively. 

 

 

Figure 3.2: Complete Pipeline Design 

 

3.4.2 Interaction of Components and Data Flow 

 

The autonomous crawler follows a seamless pipeline, which ensures the effective 

extraction, processing and storing of information in a reliable manner. The crawler is 

purposely designed to tackle issues associated with the extraction of unstructured web 

content. The overall systematic approach is designed to classify, clean and crawl all 

information from raw HTML. This system provides the data ready to be used for 

analysis purpose by different organizations and authorities.  

 

The process begins with the classification module which classifies onion 

websites as leak or other. These onion sites are analyzed through machine learning to 

classify them according to their class. The sites that are classified as leak will continue 

in the sequence of the process. Once the site is classified, the relevant URLs are sent 
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to the cleaning module. In cleaning module, the HTML of those classified leak sites 

are processed to remove unnecessary elements such as scripts, advertisements, banners, 

pop-ups, timers and duplicate blocks. This cleaning step ensures that only meaningful, 

noise-free and contextually relevant content is kept. This step creates a clean 

foundation for data extraction and further data processing. 

 

After cleaning is done, the system proceeds to the next step which is web 

crawling, where each page is crawled using our natural language processing model and 

the site’s meaningful and important information is extracted. Once information is 

extracted, that structured outputs move to the storage and integration layer, where each 

record is stored in a database. This step allows systems to safely access clean and 

structured data, which will be used by various authorities, companies and law 

enforcement agencies. This guarantees consistency, avoids duplication and makes it 

easier to manage information. 

 

 

Figure 3.3: Data Flow Diagram 
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3.5 Use Case Diagram 

 

The use case diagram illustrates how different actors interact with the Orion 

Intelligence system, highlighting all major functionalities. 

 

 

Figure 3.4: Use case Diagram 
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3.5.1 Use Cases 

 

Table 3.1: Use Case 1 

USE CASE ID UC-1 

USE CASE NAME Onion Site Classification and Breach 

Extraction 

Actors Admin / Bot 

Description The system will allow admin / bot to 

enter the onion url and rest of the work 

will be done by pipeline.  

Trigger User will be using it through the 

OnionOwl/Orion Intelligence UI. 

Precondition Site should be a valid onion site. 

Postcondition Important data from leak sites will be 

fetched. 

Normal Flow 1. Open UI 

2. Enter the URL 

Assumptions User must understand English language. 
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Table 3.2: Use Case 2 

USE CASE ID UC-2 

USE CASE NAME View Extracted Breach Information 

Actors User 

Description The User accesses our platform to search 

and read the breach data that has been 

processed by the pipeline. 

Trigger User will be using it through the 

OnionOwl/Orion Intelligence UI. 

Precondition Data has been successfully stored in 

MongoDB. 

Postcondition The user is presented with a visual 

interface showing potential data leaks. 

Normal Flow 1. Open UI 

2. Search for data 

Assumptions User must understand English language. 

 



22 

 

 

 

CHAPTER 4 

 

 

 

4 DATA AND EXPERIMENTS (and/or IMPLMENTATION) 

 

 

 

4.1 Data Collection for Binary Classification 

 

The first step in constructing this crawler was to create a dataset of onion sites that is 

both diverse and comprehensive to train the classification model. We have to created 

our own dataset because there was no standardized dataset available for onion sites. 

The data was all manually collected from various open-source sites. The objective of 

this step was to gather a large collection of onion sites, which contain both leak related 

and onion sites like marketplace forums etc. This vast collection of onion sites enables 

the classifier to identify valuable distinguishing features between the two classes. 

 

The data collection phase began with exploring several different publicly 

accessible GitHub repositories that monitor onion services. Generally, these 

repositories contain a category for marketplaces, blogs, forums, ransomware leaks, 

scam sites and dead links. We searched multiple repositories to gather valid, non-

duplicate and potentially useful onion URLs for model building and classification. 

Besides GitHub repositories, we also searched Ahmia, a well known Tor search engine 

that indexes onion sites. Ahmia's public database facilitated searches with keyword 

like "leaks," "breach," "ransomware," "data dump" etc. This search engine also provide 

some more relevant sites which were not documented elsewhere. 

 

In addition to these sources, the dataset was enhanced by manually browsing 

through onion directories, OSINT blogs, communities which monitors the hidden 

network, cybersecurity reports and ransomware intelligence trackers. This was to 
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assure that our links were not biased toward any particular class type, while still 

including traditional, non-leak websites like forums, hosting services, marketplaces, 

blogs, news articles, file sharing sites, and general-purpose sites. Once the onion sites 

were collected, they were consolidated into a single CSV file. Each row in the CSV 

represented one onion website and contained: 

 

• The onion site URL. 

• Manual Label: Leak or other. 

 

The manual labeling part was essential as we needed clear examples for the 

model to learn. Leak sites were identified by a unique feature which confirmed that 

the site contain breaches, such as sites hosting stolen data, a breach announcement or 

sites publishing ransomware dumps or companies. All other sites were considered 

unrelated to data leaks. The manual labeling created the initial dataset, which was now 

prepared for feature engineering and other processes. This dataset served as the 

foundation of the full pipeline. It allowed the model to learn how a leak site behaves 

or looks like, assuring that only the relevant sites proceed to later stages like cleaning, 

crawling and structured data extraction. 

 

 

 

4.2 Feature Extraction for Classification 

 

The process of extracting features is an important step in the classification process. It 

takes the original website URLs and converts them into meaningful, structured features 

that can be used to train classification model. To begin, we only have a list of onion 

site URLs with manual labels, either leak or other. In order to train the model, it was 

required to extract features that contain the content and characteristics of each site. 

This step required to scrape web content, cleaning it up and extracting important 

keywords along with the number of times they appear on the site. These two elements 

serve as the features which will be utilized by machine learning models. In this section 

we run through the whole process of extracting features, including obtaining the raw 

HTML, cleaning the HTML, normalizing the text and then pulling out keywords based 



24 

on some frequency. Lastly, we will save these features in a CSV format for further 

processing. 

 

 

 

4.2.1 Setting up Tor for Feature Extractor 

 

To crawl onion sites, the system must send requests through Tor network because 

onion sites cannot be connected with a standard HTTP request. The only way to 

connect is to send requests to Tor via a Tor SOCKS5 Proxy. As a result of this system 

will create requests.Session() object and configure it to use a SOCKS5 Proxy located 

on the local machine. This ensures that any GET request will always go through Tor. 

We have also implemented retry strategies based on exponential back-off times and 

status codes. This allows the feature extractor to minimize the amount of time required 

to recover from failures. This enables the crawler to withstand the frequent issues 

associated with crawling onion domains, like the slowness of some services, dropped 

connections, short-term downtimes and the problem of inconsistent routing across the 

onion network. 

 

 

 

4.2.2 HTML Retrival and Content Filtering 

 

Once the feature extractor establishes a connection to a webpage, from there it is able 

to retrieve the webpage’s raw HTML. This HTML typically contains some 

combination of the JavaScript code, inline CSS, ads, tracking components, hidden 

HTML, repetitious navigation elements, pop-up windows, overlays and several font 

and style tags. In order to remove all of this irrelevant material from the retrieved 

HTML, the feature extractor uses BeautifulSoup to perform structured filtering. It 

removes all elements related to script, style and no script tags,  gathers all remaining 

text nodes, eliminated all multiple spaces into single space characters and decodes any 

HTML-encoded characters back into standard text. The final output after the filtering 

contains only human-readable, meaningful text, which is suitable for keyword 
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extraction as it converts a complex HTML webpage containing numerous menus, 

banners and scripts into a single block of clean, paragraph-like plain text. 

 

 

 

4.2.3 Keyword Extraction and Normalization 

 

The process of generating features from the extracted text involves several steps of 

data normalization. In order to avoid misclassification or duplicate classifications of 

words based on their case, for example, Data versus data, all visible text is first 

converted to lower case. Secondly, a specially defined regex pattern is applied to 

extract only those words that consist entirely of letters and contain at least four letters, 

thereby discarding any short word with one, two and three letter’s words, URL 

identifiers, numbers, HTML tags and punctuation. The use of the regex pattern allows 

the process to identify and ignore many forms of noise, maintaining only meaningful 

tokens. The removal of stop words then takes place in order to eliminate very 

commonly occurring English words that adds no value to the classification. The 

primary source for stop words is based upon the NLTK library of stop words and in 

the absence of NLTK being present, a set of about thirty common stop words is used 

as a fallback. The combined use of both sources of stop word removal allows for 

consistent data preprocessing in any environment where this process occurs, allowing 

for the pipeline to produce reliable outputs whether it relies on NLTK or not. 

 

 

 

4.2.4 Keyword Frequency Extraction 

 

To obtain a clean list of relevant keywords, the extractor determines how frequently 

each term appears within the processed sites content. This is accomplished by creating 

a frequency matrix for each relevant term and sorting it so that terms are listed by their 

respective frequencies in descending order. After determining the top ten keywords by 

their frequencies, the extractor creates tuples containing each keyword and its 

corresponding frequency count. This step is important because when comparing the 

most frequently used words within websites that are related to leaks vs. those that are 



26 

not, we see that they often have a similarity in the repetition of many of these same 

words like breach, data, dump, stolen, gang, ransomware, publish. The distribution of 

keywords is quite different on normal blogs or marketplaces. By being able to 

determine these distributions of frequency of the keywords, we are able to train models 

to accurately identify leak sites from non-leak sites. 

 

 

 

4.2.5 Handling Failure and Timeouts 

 

The feature extractor is designed to handle variety of common issues that one may 

experience when interacting with hidden networks. To address this challenge, feature 

extractor has several error-handling features. Timeout mechanism is ensured by 

feature extractor that if request hangs while waiting for the response from the server, 

it will not run indefinitely. Any request that fails after a timeout is automatically 

reprocessed with a retry mechanism. In cases where an empty response is returned, 

that particular website will be skipped and will not be processed. All types of errors 

encountered by the feature extractor are logged without interrupting the flow of 

requests through the pipeline. Lastly, an additional time delay is added between each 

request in order to avoid overloading the onion servers. All these precautions ensure a 

robust extraction process capable of effectively extracting data from multiple URLs 

using long-running crawls. 

 

 

 

4.2.6 Onion Site URL Normalization and Validation 

 

As many sites located in the onion repositories are not correct, therefore, the feature 

extractor normalizes URLs before sending request to server and adds the http:// to any 

URL which does not have this prefix. The extractor also removes any whitespace from 

the end of the URL, which validates the domain by checking the URL structure and 

discard any URL that is invalid. By following these steps, the feature extractor is able 

to maintain a clean and working list of URLs for classification purposes and ultimately 

reduces any errors that might occur during the feature extraction process. 
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4.2.7 Structured Feature Output 

 

Once everything is processed and features are extracted, rows in a structured CSV file 

contain information about individual URLs and their associated features. Each row in 

this file contains three pieces of information: 

 

• The URL, whether it was labelled as a leak or otherwise.  

• A list of the extracted keywords associated with it.  

• Frequency of those keywords 

 

With the usage of pandas, we can now load up this data, which will be used for training 

machine-learning models. In short, this format of data allows consistent handling of 

missing or incomplete entries in the dataset and ensures that the dataset maintain its 

proper structure. 

 

 

 

4.2.8 Importance of Feature Extractor 

 

The feature extractor process is important because it converts an empty dataset which 

contains only URLs and labels into a robust and knowledge-rich dataset by extracting 

keywords from the onion sites. The extracted keywords will serve as the primary 

predictors for the classification process. Without this step, the machine learning model 

will have no viable means to identify or classify onion leak sites. 

 

 

 

4.3 Site Classification Module 

 

In this stage of project pipeline, the onion site category classification module is 

responsible for automatically determines whether a given onion website belongs to the 

leak category or the other category. It uses the keyword-frequency pair as features 

produced by the Feature Extraction module and applies machine learning techniques 

to learn the different patterns between leak sites and other hidden network web pages. 
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This stage includes the machine learning models used, the preprocessing steps applied 

to the data, the training procedure, balancing techniques for handling skewed datasets, 

evaluation metrics for performance measurement, the saved model assets and how this 

classification component integrates into the full end-to-end pipeline. 

 

 

 

4.3.1 Purpose of Classification Module 

 

At this stage of the pipeline, each website is represented by its URL, its manually 

assigned label that either is leak or other and the extracted top keywords with their 

frequencies. The machine learning classifier operates entirely on these keyword-based 

features, without using any HTML content, titles or screenshot. The purpose of ML 

classifier is to learn a pattern from the extracted features and use them to predict 

whether a website is a leak site or not based solely on these extracted textual signals. 

 

 

 

4.3.2 Preprocessing Work Flow for Classification 

 

The complete preprocessing pipeline is implemented within the “preprocess_data” 

function. 

 

 

 

4.3.2.1 Load and Standardize Dataset 

 

The dataset is loaded using pandas from “onionowl_input_data.csv” file and all 

column names are converted to lowercase to ensure consistent formatting. 
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4.3.2.2 Remove Unnecessary Columns 

 

The URLs from URLs column are removed because the URL itself does not contain 

any information and is not useful for training. 

 

 

 

4.3.2.3 Shuffle Dataset 

 

Shuffling the dataset ensures that the training and testing sets are free from any order 

related bias. 

 

 

 

4.3.2.4 Identify and Clean Keyword Columns 

 

All columns that start with the name "Keyword" are selected at once. Therefore, the 

function will process all keywords regardless of the number of keyword columns in a 

file. There are methods used to standardize keyword columns, such as lower-case 

conversion of text, replacement of blank values and the removal of unnecessary 

whitespace. 

 

 

 

4.3.2.5 Fill Missing Values 

 

Missing values in keyword columns are filled based on their category. This ensures 

that leak rows receive keywords that reflects the leak sites and other rows receive 

keywords that reflects not leak, improving category specific patterns. 
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4.3.2.6 Combine Keywords and Encode Labels 

 

All keyword columns are combined into a single text field. This produces a 

concatenated string like “database breach hacked stolen ransomware ransom data leak 

admin dump credentials dump login exposed.” The category labels are encoded into 

numerical form using label encoder, which converts leak as 1 and other as 0. 

 

 

 

4.3.2.7 TF-IDF Vectorization 

 

In the last step of preprocessing, the concatenated text is transformed into numerical 

vectors using TF-IDF Vectorizer, which captures word importance, bi-gram patterns 

and frequency contributions. 

 

 

 

4.3.3 Machine Learning Model Selection 

 

This next step in pipeline provides five machine learning models for classification and 

the admin is responsible for selecting the model that achieves the highest performance, 

specifically models that achieve accuracy above 80%. Each model has unique 

strengths suitable for text-based TF-IDF features. 

 

 

 

4.3.3.1 Random Forest 

 

A Random Forest provides a solid benchmark for onion dataset, as it works well with 

sparse TF-IDF representations of text and is resistant to noise in dataset. Random 

Forest is constructed as an ensemble of decision trees and uses a majority-vote 

approach to minimize over-fitting and maximize generalization. 
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4.3.3.2 Naïve Bayes 

 

Naive Bayes is an extremely efficient and particularly effective algorithm in the 

domain of textual classification. This is primarily due to the fact that Naive Bayes can 

make an assumption regarding features independence, which gives it relatively high 

accuracy when used on datasets that are primarily composed of keywords. 

 

 

 

4.3.3.3 Extreme Gradient Boosting (XGBoost) 

 

XGBoost can capture nonlinear patterns due to which it can achieve high accuracy. It 

works well with sparse feature sets. Its gradient boosting framework iteratively 

corrects errors from previous trees, due to which predictive performance of model 

increase. 

 

 

 

4.3.3.4 Categorical Boost (CatBoost) 

 

The CatBoost algorithm is considered the best algorithm for working with categorical 

variables. IT manages imbalanced datasets and obtaining maximum accuracy without 

extensive hyperparameter tuning. Additionally, it uses a technique called Ordered 

Boosting, which can mitigate overfitting and improve computational efficiency. 

 

 

 

4.3.3.5 Gradient Boosting 

 

Gradient Boosting uses boosted decision trees to deliver strong performance while 

reducing the chance of overfitting. It iteratively improves model predictions by 

focusing on the residuals of previous trees, due to which it offers reliable results across 

different datasets. 
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4.3.4 Handling Imbalance Data 

 

Typically, there are fewer leak sites than the other site types and our dataset faced the 

same issue also. Leak sites were fewer than other sites. This can lead to a model that 

is biased towards the class which is more in number. To handle this imbalance problem, 

the pipeline provides two balancing techniques option to select. These balancing 

techniques helps to improve model performance by reducing biasness. 

 

 

 

4.3.4.1 SMOTE 

 

Smote generates a set of synthetic examples for the minority class rather than taking 

an existing already classifies examples as input. This is done by generating new 

examples using interpolation between existing minority instances. SMOTE creates 

diversity within the minority class and assists the classifier to learn patterns more 

effectively by generating a larger variety of different synthetic examples. This reduces 

the bias towards the majority class. A large set of diverse synthetic examples enables 

the model to generalize better across different sites. 

 

 

 

4.3.4.2 Random Oversampling 

 

Through random oversampling, the dataset is balanced by simply duplicating existing 

instances from the minority class. This ensures that model sees enough examples of 

leak sites during training so that it can distinguish between leak and other class more 

effectively. Additionally, It provides a very simple method that maintains the sparse 

nature of text-based features. 
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4.3.5 Machine Learning Model Training Work Flow 

 

This step implements a structured approach to training an ML model. This workflow 

ensures that the model is evaluated properly. Each step during training like 

preprocessing and balancing the data, training and saving model is done in a consistent 

manner for all of the models that were selected. 

 

 

 

4.3.5.1 Train Test Split and Model Training 

 

The dataset is first divided into training and testing sets. This is done before applying 

balancing technique as applying balancing techniques to only testing set prevents data 

leakage and ensures that model performance is evaluated on unseen, unbiased data. 

Once this is done the next step is to train machine learning models. During this process 

the model learn patterns from the features and adjust their internal parameters to 

distinguish between leak and other category. 

 

 

 

4.3.5.2 Model Evaluation 

 

After training the model, it is necessary to test and evaluate it. Models are tested on a 

separate test set and each model performance is evaluated using various performance 

metrics. These matrices include confusion matrix, classification report, precision, 

recall, F1 score and the overall accuracy. The combination of these metrics helps us to 

evaluate how well the model is trained and how accurately the model predicts the 

correct class. 
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4.3.5.3 Save Model 

 

When the model is trained well now it’s time to save it as it will be used for future 

predictions. With the help of joblib system stores the classifier, label encoder and TF-

IDF vectorizer. Saving the vectorizer and encoder ensures that future predictions 

follow the exact same preprocessing pipeline, maintaining consistency between 

training and inference. 

 

 

 

4.3.6 Role of Classification Module 

 

The Classifier occupies a central position in the process of converting raw HTML on 

onion websites into data. Once the initial URLs are collected, their list can be used by 

the feature extraction module to crawl through the content of the URL list, extract 

relevant keywords from the content and convert those keywords into a structured CSV 

file. The Classification Module then uses the information contained in the CSV files 

to convert keywords into TF-IDF features, train the selected Machine Learning model 

and provide predictions as to whether a given site is a leak or other using the resulting 

TF-IDF feature vectors. 

 

The category classifier module directly impacts the efficiency and accuracy of 

the entire pipeline of OnionOwl. It is responsible for automating the identification and 

filtering of potentially leak-related onion websites from available onion URLs data. 

By providing only confirmed leak sites to the HTML cleaning and NLP-driven 

structured extraction processes, this component also reduces the amount of 

unnecessary crawling and processing performed by both components. Furthermore, 

because of the use of a filtered dataset in the NLP module, the dataset will be cleaner 

and relevant to the deeper analyses being performed by the NLP module. 
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4.4 HTML Cleaner for NLP Model 

 

The web cleaner module is designed to clean and normalize HTML content from leak 

sites which are identified by web classifier module. Its goal of this module is to prepare 

raw HTML of leak onion site for training NLP model. This cleaner is generic, which 

aims to remove noise and irrelevant elements while preserving meaningful content of 

multiple sites. 

 

 

 

4.4.1 Configuration Constants 

 

Multiple configuration constants are required for web cleaner to perform its 

preprocessing tasks properly and accurately when scraping onion sites. The web 

cleaner uses the proxy constant “PROXY_SERVER”, which is configured to send all 

the scraping requests through the Tor network. This proxy configuration will allow 

cleaning onion sites without ever revealing the system real identity. 

“REMOVE_TAGS” contains a lists HTML elements that can usually be ignored such 

as script, style, meta, iframe, header, footer, svg, and others that often contain non-

essential or noisy content. All these tags will be removed from the webpage. This will 

reduce the size of the HTML and streamline page processing. “AD_KEYWORDS” 

contains the list of keywords that will allow us to identify advertising elements, the 

keywords which are usually part of class or ID like ad, banner and popup to detect and 

eliminate advertisement elements that do not contribute to meaningful content. 

“TIMER_KEYWORDS” refers to keywords associated with time-sensitive elements 

which change dynamically. This list identifies and removes countdown timers or other 

time-sensitive elements, which prevent irrelevant dynamic content from interfering 

with relevant, useful HTML. 
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4.4.2 Remove Unwanted Elements 

 

The purpose of the function named "remove_unwanted_inside" is to clean any given 

DOM element by removing all irrelevant or noisy HTML content. The function 

removes tags specified in the remove tags list, as well as elements whose class or id 

include keywords related to advertisements or timers. The function also removes the 

countdown subblocks and removes all forms and images that contain inline base64 

encoded data. The purpose of this function is to removes any noise that might interfere 

with feature extraction, while keeping meaningful HTML blocks. 

 

 

 

4.4.3 Remove Inline Styles and Empty Tags 

 

This step is about standardizing HTML in order to provide a consistency across all 

pages. This is done by eliminating any inline CSS styles like width, heights from the 

HTML source. The algorithm will go through all child nodes of every parent node and 

eliminate any nodes whose CSS formatting might negatively affect the NLP model 

training process later. The algorithm will continue to traverse the DOM and eliminate 

any empty nodes such as those without children or text or attributes, until there are no 

more of those types left. Certain tags such as line breaks and image tags are preserved. 

The algorithm removes as much of the non-usable or invalid content as is possible 

while maintaining the remaining content for use in future analyses. 

 

 

 

4.4.4 Minify HTML 

 

The HTML is minified using the “minify_html” function, which eliminates extra 

whitespace (spaces and tabs) as well as compresses multiple spaces into a single space. 

It also replaces the “> <” sequences with “><”. The primary purpose of this 

minification is to generate smaller HTML strings, thereby reducing the amount of 

storage space required, in addition to improving the efficiency of the NLP task by 

facilitating quicker processing of the resulting data. 
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4.4.5 Identify Main Content Block 

 

The main purpose of the "find_main_classes" function is to identify the most common 

classes in block level html body tag such as div, article, section, tr, td, etc. based upon 

its relation to its parent and child tags.  The function will remove duplicate nesting 

classes so that there remain a clean set of classes that represent the majority of the class 

containers on the website.  The output of this will be a list of tags for the main class, 

the blocks that are likely to contain meaningful content.  This method will help to 

identify which areas on the website may contain significant or important content while 

ignoring all irrelevant content. 

 

 

 

4.4.6 Grouping HTML Blocks 

 

The purpose of “get_grouped_chunks” function is to process and organize the HTML 

content into meaningful, manageable information for further processing. This step 

includes handling structures for table rows, sections and any other main class that is 

identified by function as part of the HTML document. This ensures that duplicated or 

nested content which is unnecessary is excluded. The goal of this function is to to 

provide a better format to facilitate further cleaning and extraction of valuable 

information from complex and large HTML pages by breaking them down into smaller, 

more manageable pieces. 

 

 

 

4.4.7 Converting Relative URLs to Absolute URLs 

 

The function "absolutize_links", will convert the relative URLs from tags such as 

images, hyperlinks, scripts, etc., and create a full path for those relative URLs using 

the base URL of the website we are working with. This process ensures that even after 

formatting the HTML file, all links continue to be operational and will work in further 

processes when the data is represented in a JSONL file format. 
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4.4.8 Normalizing Text 

 

This step removes all the words in a certain HTML element, removes the extra spaces 

and combines them to form a single line. This is in order to normalize the text to the 

greatest extent possible to eliminate duplicates to ensure that when it is created as 

metadata inputs to NLP models, it will be formatted as a single line of text. 

 

 

 

4.4.9 Checking for Necessary Information 

 

This is to determine the relevance of an HTML block. It verifies that there are headings, 

links, paragraphs, list items, table cell and address or location keywords. It also 

implements a limit of over 20 characters per visible text to filter irrelevant content. 

This functionality is aimed at making sure that the data contained in the JSONL dataset 

is not irrelevant and informative, enhancing the quality of the model training later. 

 

 

 

4.4.10 Removing Duplicates 

 

This function combines the beginning URL and title text of each block to form a unique 

identifier, that eliminates duplicate content. When dealing with table rows, it takes into 

account the text of every cell in order to deal with duplicates. In the presence of 

numerous duplicates, the function retains the block with the most content. This would 

remove duplication and only unique and informative blocks would be left at the end. 

 

 

 

4.4.11 Pagination Handling 

 

This step helps determine which URL corresponds to the next page of multi-page 

listings based on commonly understood formats like "Next" button, generic formats 

such as "See all posts" and through various methods of numbered pagination. The 
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system uses absolute URL links to provide accurate references when attempting to 

scrape multiple pages. As a result of this, cleaner will be able to automatically navigate 

through all paginated content. This makes the cleaner to obtain comprehensive datasets 

from large number of pages. 

 

 

 

4.4.12 Scraping and Cleaning Pages 

 

The scraping can be done to both individual web pages and sites with multiple pages 

to produce clean and normalized data. The scrape and clean single page function relies 

on Playwright through Tor to open one page, scrape the HTML content of the page 

and after scraping it, it is structured into sets of meaningful blocks of content. Once 

this process has been finished, then it cleans, minifies, removes duplicates and 

normalizes the HTML and saves the HTML chunks in a JSONL format. The final 

product in this workflow is to deliver quality structured data in a format suitable to be 

utilized in Natural Language Processing activities. 

 

The scrape and clean multiple pages function automates the scraping operation 

of information on different pages of a given site using the next page links. The 

functionality will assist in all forms of pagination that comprises of link based, button 

based and numbered pagination. This function also set a limit on the number of pages 

to prevent excessive scraping and a seen_texts set to track previously extracted test, 

ensuring that duplicate content across pages is not processed again. All the content 

collected from each page of a particular website will then be compiled into a single 

resource called a JSONL file, which allows for a complete website reference, with 

each single line item being assigned its own entry. Structured in this way, the 

information contained within this file can be further processed by natural language 

processing techniques. 
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4.4.13 Role of Web Cleaner Module 

 

The web cleaner module is the processing unit that converts the raw leak site HTML 

into the structured and noise free dataset for NLP model. This module also makes sure 

that the pages that are extracted are meaningful, standardized and can be used in other 

downstream applications. It eliminates all the unnecessary noise like scripts, styles, 

forms, ads, inline styles, timers and any other distracting content and all that is left is 

the content that is relevant to NLP based data extraction. 

 

The module also clean and normalize the content by changing all links to 

absolute URLs, minifying HTML and standardizing spacing, ensuring that all pages 

have the same formatting. It also determines meaningful blocks like article, div, tr. It 

eliminates the repetitive content and retrieves readable and normalized text. The 

process of pagination enables it to navigate through multi-page web sites automatically 

and retrieve entire body of data. 

 

In summary, web cleaner module will convert the unstructured leak site HTML 

into clean, deduplicated and structured JSONL output, which can be used to train an 

NLP model. In its absence, the dataset would be noisy, inconsistent and unreliable. 

 

 

 

4.5 Data Parser Module 

 

After cleaning of the webpages in web cleaner module, the second stage of the pipeline 

was to convert every clean HTML chunk into a structured input output pair which 

could be fed into a sequence to sequence, encoder decoder model. This change was 

made on the data parser module. This module aimed at processing cleaned HTML 

chunk as input and extracting meaningful fields related to leaks as output. The 

BeautifulSoup is used in the module to extract the HTML DOM and find several key 

fields (title, date, company URL, content description, record count, data size, images 

and dump links). Since each site of the leak has different HTML structure, the parser 

is based on CSS selectors and all the selectors are always kept configurable so that 

they can be substituted with others based on the target site. 
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The parser generates a dictionary of the form {"input": "<html code>", "output": 

{ extracted fields }}. The dictionaries are then written one line each in a JSON Lines 

(JSONL) file. The reason behind the choice of the JSONL format is that it is 

lightweight, scalable, line separated and can be fed into the modern encoder decoder 

transformer architectures easily without having to load the entire dataset into memory. 

 

 

 

4.5.1 Role of Data Parser 

 

The role of data parser is very important in facilitating the transition between the raw 

cleaned HTML chunks and model-ready structured data. Once the web cleaner has 

created normalized HTML chunks, this parser transmits all meaningful entities and 

creates the input output examples needed to train the encoder decoder NLP model. 

Without this module, the cleaned HTML chunks would have been incomplete and the 

encoder decoder model would not have supervised labels to learn. Concisely, data 

parser converts cleaned HTML chunks into high quality training samples, which can 

help in automatically identifying fundamental fields in hidden network pages that 

would otherwise remain unnoticed. 

 

 

 

4.6 Data Normalization Module 

 

After the data is parsed and arranged into the form of JSONL with the help of the data 

parser module, the second most significant action is data normalization. Normalization 

is used to make sure that the data is coherent, complete and ready to train NLP model. 

It normalizes missing values, processes list and makes all fields in the appropriate 

format to natural language processing. 
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4.6.1 Input and Output File 

 

The input for the normalization process is the JSONL file created by data parser 

module. This file has one record per input field with the raw HTML chunk and the 

other record is the output fields with the extracted information like the title, date, 

weblink and the other extracted information. 

 

The output is a normalized JSONL data file, a cleaned and standardized JSONL 

file, ready to be used by the crawler model. In this file, empty and missing fields are 

set to the value none and list-type fields are set to a comma-separated string. This is to 

make sure the dataset is homogenous, complete and applicable to train natural 

language processing task. 

 

 

 

4.6.2 Output Cleaner 

 

Normalizing of all the outputs dictionaries in the dataset is done by the clean output 

function. An empty strings or empty lists is replaced by the word none. If there is a list 

containing multiple URLs or images links, it turns the list into a comma-separated 

string. The rest of the values are held constant. This makes all the fields of the output 

always formatted and appropriate to process downstream. 

 

 

 

4.6.3 Purpose of Data Normalization 

 

The information collected from leak sites is often full of missing values or empty 

strings or lists that cannot be directly given to an NLP model. The process of 

normalizing solves these problems by substituting the empty fields or empty lists with 

the text “none”, so that all the records have the same structure. Significant data, like 

URLs or images links, are turned into comma-separated strings in order to be 

consistent. The process also ensures that each record contains the same set of fields as 

it is crucial for batch training of encoder-decoder models. Also, it removes redundant 
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white space in the output of the JSONL. All in all, data normalization will provide the 

NLP model with a clean, standardized and structured dataset that is reliable to be 

trained and processed. 

 

 

 

4.7 Natural Language Processing Model Training 

 

The last phase of the OnionOwl pipeline is to train a Natural Language Processing 

(NLP) model that has the potential to automatically extract structured information 

from cleaned HTML chunks. This component aims to acquire a sequence-to-sequence 

mapping that transforms raw leak-site HTML to valuable fields including title, records, 

data size, dump link, and weblink. 

 

To do so, we treat the task as an encoder decoder text generation problem, in 

which the input is the cleaned HTML string and the output is a formatted JSONL 

dictionary with extracted attributes. We tried two transformer-based models of the T5 

family, such as Flan-T5 Small to support faster training and finally settling on Flan-

T5 Base as offering the best balance between performance matrices, generalization 

and training feasibility. 

 

 

 

4.7.1 Fine-Tuning Flan-T5 Small 

 

First we fine-tune Flan-T5 Small, a model with 80 million parameters. This model was 

selected because it could be experimented faster and also consume less resources. 

Training was successful but the model had weak results. It had a hard time decoding 

the structure of cleaned chunks of HTML and never could extract the necessary fields. 

 

Flan-T5 Small lacks capacity to model the different patterns and site layouts of 

leak websites that are in existence. It also produced partial or wrong output, sometimes 

without key or hallucinatory values. More training epochs were not significantly better 

in performance and eventually resulted in overfitting. With such limitations, Flan-T5 
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Small was not a final model and we switched to a bigger variant, Flan-T5 Base that 

had much better performance. 

 

 

 

4.7.2 Fine-Tuning Flan-T5 Base 

 

Flan-T5 Base model was chosen as the primary model for HTML-to-structured-

information extraction task. The name FLAN means Fine-tuned Language Net, which 

implies that Google already fine-tunes these models. Flan-T5 Base offered a 

reasonable compromise between the size of the model, the size of the input and the 

accuracy of extraction. The model is pre-finetuned and can then be finetuned well on 

one’s own data, to attain high task-specific performance. This part explains the dataset 

preparation, strategy of tokenization, model configuration and training, evaluation, 

challenges and reasons why it was selected in the end. 

 

 

 

4.7.2.1 Dataset Preparation and Train-Test Split 

 

The training dataset set consisted of cleaned HTML chunks that had their respective 

structured outputs, created with the data parser module and normalized with the data 

normalizer module. The data has been saved in the form of JSONL format with a single 

input-output pair per line. To check the appropriateness of evaluation, we shuffled the 

dataset and use 80% of the dataset for training and 20% for validation. Each of the 

inputs was a whole HTML snippet. Their output was in the form of a JSONL string of 

all the structured fields which had a similar format that could be used to finetune 

sequence-to-sequence NLP training. This arrangement guaranteed that the model was 

provided with equal and high-quality instances to study how to transform plain HTML 

into organized results. 
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4.7.2.2 Tokenization Strategy 

 

T5Tokenizer of the Hugging face was used to tokenize input HTML snippets and 

output JSONL strings. There was a limit of 512 tokens on input and output length to 

trade-off between the memory limits on the GPUs and the sufficient coverage of 

sequences. Truncation and padding were used to ensure that the dataset had the same 

shape of tensors. JSONL strings of output were tokenized to labels to enable sequence-

to-sequence supervised learning. This method of tokenization meant that the model 

was able to learn the mapping of variable-length HTML chunks to structured JSON 

outputs in an efficient manner while maintaining the consistency for batch training. 

 

 

 

4.7.2.3 Model Architecture 

 

This NLP model was the one of Google/flan-t5-base, which is Transformer-based, an 

encoder-decoder architecture that has been trained to complete instruction-following 

tasks. The device map auto was loaded to the model so that available GPU resources 

were automatically used and “torch.float32” was used as the torch data type so that 

there were no disruptions which occur during the training. Flan-T5 Base has about 250 

million parameters, which is comfortably fitted in a single GPU unlike Long-T5, which 

surpassed the memory capacity. The tokenizer and pre-trained Flan-T5 weights were 

also initialized as part of model initialization and allowed finetuning to utilize general 

language understanding knowledge to solve the information extraction task. 

 

 

 

4.7.2.4 Training Configurations and Hyperparameters 

 

The model was trained using Hugging Face Seq2SeqTrainer with a carefully selected 

configuration to balance performance and GPU memory constraints. The 

configurations are: 
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• Epochs: The number of epochs were set to 7, which means model see the data 

7 times so that it could learn pattern effectively. 

• Batch Size: A batch size of 4 per device was set. With gradient accumulation 

over 4 steps results in an efficient batch size of 16, which prevents the GPU 

memory from being exceed. 

• Learning Rate: It was set to 3e-5 which ensures that the step size with which 

parameter updates are done was controlled, in order to maintain a stable 

convergence. 

• Warmup Steps: These were set to 500 which gradually changed the learning 

rate during the beginning of the training to avoid abrupt weight changes. 

• Weight Decay: It was set to 0.01, which helps the model to minimize 

overfitting. 

• Token Length: Maximum input/output token length was set to 512. This 

ensures that the sequences fits within the GPU memory while covering 

sufficient HTML content. 

• Evaluation Frequency: It was set to 200 steps, which means model 

performance will be monitored during training. 

• Checkpointing: It was set to every 200 steps. It ensure that the 3 best 

performing models are saved, which prevents loss of progress and enables the 

selection of best performing model later. 

• FP16: It was turned off to maintain stability. 

• Optimizer: AdamW optimizer was used, which is an efficient and commonly 

used optimizer in case of transformer models. 

• Logging: It was set to every 50 steps. It provides with visual monitoring of 

loss, matrices and training progress. 

• Data Collator: It ensure that sequences were dynamically padded using 

“DataCollatorForSeq2Seq”, which guarantees consistent tensor shapes across 

each batch. 
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4.7.2.5 Training Loop 

 

The Seq2SeqTrainer controlled the whole training process, such as batching, 

backpropagation, gradient accumulation and evaluation. Input HTML snippets and 

target JSONL outputs were converted into tensors during training and tokenized. The 

loss was computed each forward pass between the model predicted sequences and the 

target JSONL strings and then gradient accumulation and optimization steps were 

performed. To monitor performance, the validation set was used to evaluate it after 

every 200 steps. The approximate time of training on a single GPU was 4-5 hours. 

During training, training loss, evaluation loss and samples processed per second were 

monitored as the main indicators of convergence and a good model learning. 

 

 

 

4.7.2.6 Evaluation Strategy 

 

The data were evaluated with the help of “Seq2SeqTrainer.evaluate()” which 

estimated the loss on the validation set. The model was making predictions based on 

input HTML snippets and the results were compared to the target JSONL string results. 

Evaluation loss was the main measure of model selection and qualitative checks were 

also conducted on the main extracted items like title, date, links and records in order 

to ensure semantic correctness. Checkpoints were automatically saved throughout the 

training process and the model with the lowest evaluation loss was kept as the final 

version to be deployed. 

 

 

 

4.7.2.7 Purpose of Selecting Flan-T5 Base 

 

Flan-T5 Base is selected as the final model to be used in the NLP extraction module 

due to a number of reasons. It is memory friendly and can be trained on one single 

GPU without the out of memory errors. It is instruction-tuned and optimized on tasks 

that can be defined as mapping input instructions like HTML snippets to structured 

output, like JSONL. Compared to smaller variants like Flan-T5 Small, Flan-T5 Base 
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was better in terms of performance, with better qualitative extraction accuracy and a 

more stable training. Its flexibility allowed truncation of the length of token to extract 

most of the HTML content, allowing successful extraction of structured data. Lastly, 

it was practical enough to enable training and testing to be executed within the 

accessible hardware capabilities and it was able to support the NLP pipeline of HTML 

input to structured JSONL output successfully. 

 

 

 

4.7.3 Model Loading and Prediction Pipeline 

 

When the Flan-T5 Base model is fine-tuned on our dataset, it can be loaded locally to 

be inferred. This pipeline is intended to work with raw HTML snippets and predict the 

structured output with the help of finetuned model. 

 

 

 

4.7.3.1 Loading the Fine-Tuned Model and Tokenizer 

 

The tokenizer and fine-tuned Flan-T5 model are loaded to a local directory in which 

checkpoints are saved. It makes sure that model files are read as a whole out of disk 

and prevents any attempt to download files out of the Hugging Face Hub and ensures 

offline reproducibility. 

 

 

 

4.7.3.2 Prediction Function 

 

The “predict_from_html” function accepts an input of a single HTML chunk or a list 

of HTML chunks. All the inputs are preprocessed in the same way they were trained. 

Then the inputs are tokenized with the same maximum length of 512 tokens. Padding 

and truncation are used to make them consistent. To enhance the quality of output 

beam search with num beams 4 and early stopping are used to generate predictions in 

the model. Lastly, the generated sequences are decrypted into human readable JSONL 
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strings that contain structured information like title, date, weblink, dumplink and 

records. 

 

 

 

4.7.3.3 Key Features 

 

This NLP extraction pipeline has a number of advantages. It promotes consistency 

between training and inference preprocessing, such that the model takes as inputs the 

same form as it was trained on. It is capable of dealing with raw HTML of any onion 

site after normalization and cleaning and therefore is flexible to various content of 

leak-sites. It also includes a ready to use function to directly incorporate structured 

data extraction into the OnionOwl pipeline and simplify the process of converting raw 

HTML into useful JSON outputs. 
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CHAPTER 5 

 

 

 

5 RESULTS AND DISCUSSIONS (or USER MANUAL) 

 

 

 

5.1 Results of Machine Learning Models 

 

This part provides the experimental results obtained from of the development and 

testing of the onion site classification module which acts as the gatekeeper to the whole 

system. We evaluate the output of five machine learning models Random Forest, Naive 

Bayes, XGBoost, CatBoost and Gradient Boosting coupled with two methods of 

balancing data, first one SMOTE (Synthetic Minority Over-sampling Technique) and 

second one Random Oversampling. The accuracy, precision, recall and F1 Score are 

common metrics of the classification used to measure the performance of each model. 

Also, Confusion Matrices were examined to know the distribution of True Positives, 

True Negatives, False Positives and False Negatives. 

 

 

 

5.1.1 Evaluation Matrices for ML Models 

 

The data was in the form of manually labelled onion URLs, Class 0 represents Leak 

sites and Class 1 represents other sites. The data was divided into a training set which 

consist of 80% entities and testing set which consist of 20% entities. Since data set was 

not balanced, there were fewer leak sites than non-leak sites, balancing techniques 

were applied only on the training set and not on the test set of data, which ensures that 

the test set remains the realistic representation of real-world data and resolve the 

problem of data leakage. The models were evaluated based on the following matrices: 
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• Accuracy: It is the proportion of all classifications that were correct, whether 

positive or negative.  

• Precision:  It is the proportion of all the model's positive classifications that 

are actually positive. 

• Recall: It is proportion of all actual positives that were classified correctly as 

positives. 

• F1-Score: It is the harmonic mean of Precision and Recall. 

 

 

 

5.1.2 Detailed Machine Learning Model Analysis 

 

We conduct a detail examination of each machine learning model’s performance in 

this section and determine its specific strengths and weaknesses beyond simple 

accuracy metrics. Based on the confusion matrices and classification reports, we 

evaluate the capability of each classifier to address the significant trade-off between 

recalls and precision. Such a comprehensive analysis of the model performance 

matrices allows us to discover the most stable classifier for the automated nature of the 

project. 

 

 

 

5.1.2.1 Random Forest Classifier 

 

Random Forest proved to be the most robust model for this text-based classification 

task. It handled the high-dimensionality of the TF-IDF features effectively. 

 

 

 

5.1.2.1.1 Using SMOTE 

 

Performance: The model achieved the accuracy of 73%. 
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Confusion Matrix Analysis: 

 

Table 5.1: Confusion Matrix of Random Forest Using SMOTE 

 Predict 0 Predict 1 

True 0 12 7 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the Random 

Forest Classifier provides after the unbalanced data had been balanced with the help 

of SMOTE. It tells that the model has observed the correct number of 12 true negative 

(Class 0) cases and 24 true positive (Class 1) cases, meaning that the model has made 

the right predictions. However, It had 7 false positives, in which a prediction was made 

on Class 0 which should have been predicted as Class 1 and 6 false negatives in which 

prediction was made on Class 1 which should have been predicted as Class 0. These 

are case of false alarms and false negative errors respectively. 

 

Classification Report: 

 

Table 5.2: Classification Report of Random Forest Using SMOTE 

Class Precision Recall F1-Score 

Leak (0) 0.67 0.63 0.65 

Other (1) 0.77 0.80 0.79 

Macro Avg 0.72 0.72 0.72 

Weighted Avg 0.73 0.73 0.73 

 

5.1.2.1.2 Using Random Oversampling 

 

Performance: The model achieved the accuracy of 78%. 
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Confusion Matrix Analysis: 

 

Table 5.3: Confusion Matrix of Random Forest Using Random Oversampling 

 Predict 0 Predict 1 

True 0 14 5 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the Random 

Forest Classifier provides after the unbalanced data had been balanced with the help 

of Random Oversampling. It tells that the model has observed the correct number of 

14 true negative (Class 0) cases and 24 true positive (Class 1) cases, meaning that the 

model has made the right predictions. However, It had 5 false positives, in which a 

prediction was made on Class 0 which should have been predicted as Class 1 and 6 

false negatives in which prediction was made on Class 1 which should have been 

predicted as Class 0. These are case of false alarms and false negative errors 

respectively. 

 

Classification Report: 

 

Table 5.4: Classification Report of Random Forest Using Random 

Oversampling 

Class Precision Recall F1-Score 

Leak (0) 0.70 0.74 0.72 

Other (1) 0.83 0.80 0.81 

Macro Avg 0.76 0.77 0.77 

Weighted Avg 0.78 0.78 0.78 
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5.1.2.2 Naïve Bayes Classifier 

 

Naive Bayes has a high performance in the classification of text, in the sense that it 

uses each word as individual features therefore enabling it to effectively work with 

extremely large vocabularies without involving complicated calculations. 

 

 

 

5.1.2.2.1 Using SMOTE 

 

Performance: The model achieved the accuracy of 78%. 

 

Confusion Matrix Analysis: 

 

Table 5.5: Confusion Matrix of Naive Bayes Using SMOTE 

 Predict 0 Predict 1 

True 0 19 0 

True 1 11 19 

 

The confusion matrix provides a good understanding of the accuracy that the Naïve 

Bayes Classifier provides after the unbalanced data had been balanced with the help 

of SMOTE. It tells that the model has observed the correct number of 19 true negative 

(Class 0) cases and 19 true positive (Class 1) cases, meaning that the model has made 

the right predictions. However, It had 0 false positives and 11 false negatives in which 

prediction was made on Class 1 which should have been predicted as Class 0. These 

are case of false alarms and false negative errors respectively. 
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Classification Report: 

 

Table 5.6: Classification Report of Naïve Bayes Using SMOTE 

Class Precision Recall F1-Score 

Leak (0) 0.63 1 0.78 

Other (1) 1 0.63 0.78 

Macro Avg 0.82 0.82 0.78 

Weighted Avg 0.86 0.78 0.78 

 

5.1.2.2.2 Using Random Oversampling 

 

Performance: The model achieved the accuracy of 78%. 

 

Confusion Matrix Analysis: 

 

Table 5.7: Confusion Matrix of Naïve Bayes Using Random Oversampling 

 Predict 0 Predict 1 

True 0 19 0 

True 1 11 19 

 

The confusion matrix provides a good understanding of the accuracy that the Naïve 

Bayes Classifier provides after the unbalanced data had been balanced with the help 

of Random Oversampling. It tells that the model has observed the correct number of 

19 true negative (Class 0) cases and 19 true positive (Class 1) cases, meaning that the 

model has made the right predictions. However, It had 0 false positives and 11 false 

negatives in which prediction was made on Class 1 which should have been predicted 

as Class 0. These are case of false alarms and false negative errors respectively. 
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Classification Report: 

 

Table 5.8: Classification Report of Naïve Bayes Using Random Oversampling 

Class Precision Recall F1-Score 

Leak (0) 0.63 1 0.78 

Other (1) 1 0.63 0.78 

Macro Avg 0.82 0.82 0.78 

Weighted Avg 0.86 0.78 0.78 

 

5.1.2.3 XGBoost Classifier 

 

XGBoost is an optimized gradient-boosting algorithm, which sequentially builds the 

decision trees, where each new decision tree is targeted specifically correct the 

mistakes made by the previous decision trees. It is considered the state-of-the-art for 

structured data due to its speed of execution, scalability and inherent regularization 

which prevents overfitting than regular Random Forests. 

 

 

 

5.1.2.3.1 Using SMOTE 

 

Performance: The model achieved the accuracy of 78%. 

 

Confusion Matrix Analysis: 

 

Table 5.9: Confusion Matrix of XGBoost Using SMOTE 

 Predict 0 Predict 1 

True 0 14 5 

True 1 6 24 
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The confusion matrix provides a good understanding of the accuracy that the XGBoost 

Classifier provides after the unbalanced data had been balanced with the help of 

SMOTE. It tells that the model has observed the correct number of 14 true negative 

(Class 0) cases and 24 true positive (Class 1) cases, meaning that the model has made 

the right predictions. However, It had 05 false positives, in which a prediction was 

made on Class 0 which should have been predicted as Class 1 and 6 false negatives in 

which prediction was made on Class 1 which should have been predicted as Class 0. 

These are case of false alarms and false negative errors respectively. 

 

Classification Report: 

 

Table 5.10: Classification Report of XGBoost Using SMOTE 

Class Precision Recall F1-Score 

Leak (0) 0.70 0.74 0.72 

Other (1) 0.83 0.80 0.81 

Macro Avg 0.76 0.77 0.77 

Weighted Avg 0.78 0.78 0.78 

 

5.1.2.3.2 Using Random Oversampling 

 

Performance: The model achieved the accuracy of 76%. 

 

Confusion Matrix Analysis: 

 

Table 5.11: Confusion Matrix of XGBoost Using Random Oversampling 

 Predict 0 Predict 1 

True 0 15 4 

True 1 8 22 

 

The confusion matrix provides a good understanding of the accuracy that the XGBoost 

Classifier provides after the unbalanced data had been balanced with the help of 
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Random Oversampling. It tells that the model has observed the correct number of 15 

true negative (Class 0) cases and 22 true positive (Class 1) cases, meaning that the 

model has made the right predictions. However, It had 4 false positives, in which a 

prediction was made on Class 0 which should have been predicted as Class 1 and 8 

false negatives in which prediction was made on Class 1 which should have been 

predicted as Class 0. These are case of false alarms and false negative errors 

respectively. 

 

Classification Report: 

 

Table 5.12: Classification Report of XGBoost Using Random Oversampling 

Class Precision Recall F1-Score 

Leak (0) 0.65 0.79 0.71 

Other (1) 0.85 0.73 0.79 

Macro Avg 0.75 0.76 0.75 

Weighted Avg 0.77 0.76 0.76 

 

5.1.2.4 CatBoost Classifier 

 

CatBoost is an advance gradient boosting algorithm that is unique in the sense that it 

is capable of operating on categorical features without involving complex 

preprocessing, like one-hot encoding. It has an advanced method known as ordered 

boosting that reduces overfitting hence it is highly stable and precise. 

 

 

 

5.1.2.4.1 Using SMOTE 

 

Performance: The model achieved the accuracy of 80%. 
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Confusion Matrix Analysis: 

 

Table 5.13: Confusion Matrix of CatBoost Using SMOTE 

 Predict 0 Predict 1 

True 0 15 4 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the CatBoost 

Classifier provides after the unbalanced data had been balanced with the help of 

SMOTE. It tells that the model has observed the correct number of 15 true negative 

(Class 0) cases and 24 true positive (Class 1) cases, meaning that the model has made 

the right predictions. However, It had 4 false positives, in which a prediction was made 

on Class 0 which should have been predicted as Class 1 and 6 false negatives in which 

prediction was made on Class 1 which should have been predicted as Class 0. These 

are case of false alarms and false negative errors respectively. 

 

Classification Report: 

 

Table 5.14: Classification Report of CatBoost Using SMOTE 

Class Precision Recall F1-Score 

Leak (0) 0.71 0.79 0.75 

Other (1) 0.86 0.80 0.83 

Macro Avg 0.79 0.79 0.79 

Weighted Avg 0.80 0.80 0.80 

 

5.1.2.4.2 Using Random Oversampling 

 

Performance: The model achieved the accuracy of 82%. 
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Confusion Matrix Analysis: 

 

Table 5.15: Confusion Matrix of CatBoost Using Random Oversampling 

 Predict 0 Predict 1 

True 0 16 3 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the CatBoost 

Classifier provides after the unbalanced data had been balanced with the help of 

Random Oversampling. It tells that the model has observed the correct number of 16 

true negative (Class 0) cases and 24 true positive (Class 1) cases, meaning that the 

model has made the right predictions. However, It had 3 false positives, in which a 

prediction was made on Class 0 which should have been predicted as Class 1 and 6 

false negatives in which prediction was made on Class 1 which should have been 

predicted as Class 0. These are case of false alarms and false negative errors 

respectively. 

 

Classification Report: 

 

Table 5.16: Classification Report of CatBoost Using Random Oversampling 

Class Precision Recall F1-Score 

Leak (0) 0.73 0.84 0.78 

Other (1) 0.89 0.80 0.84 

Macro Avg 0.81 0.82 0.81 

Weighted Avg 0.83 0.82 0.82 

 

5.1.2.5 Gradient Boosting Classifier 

 

Gradient Boosting is an effective ensemble machine learning method, which 

constructs the model step by step with each subsequent tree being focused on 

correcting the errors of the previous trees. The combination of these weak learners in 
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a step-by-step manner forms a very accurate strong model that in many cases has better 

performance than single decision trees. 

 

 

 

5.1.2.5.1 Using SMOTE 

 

Performance: The model achieved the accuracy of 80%. 

 

Confusion Matrix Analysis: 

 

Table 5.17: Confusion Matrix of Gradient Boosting Using SMOTE 

 Predict 0 Predict 1 

True 0 15 4 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the Gradient 

Boosting Classifier provides after the unbalanced data had been balanced with the help 

of SMOTE. It tells that the model has observed the correct number of 15 true negative 

(Class 0) cases and 24 true positive (Class 1) cases, meaning that the model has made 

the right predictions. However, It had 4 false positives, in which a prediction was made 

on Class 0 which should have been predicted as Class 1 and 6 false negatives in which 

prediction was made on Class 1 which should have been predicted as Class 0. These 

are case of false alarms and false negative errors respectively. 
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Classification Report: 

 

Table 5.18: Classification Report of Gradient Boosting Using SMOTE 

Class Precision Recall F1-Score 

Leak (0) 0.71 0.79 0.75 

Other (1) 0.86 0.80 0.83 

Macro Avg 0.79 0.79 0.79 

Weighted Avg 0.80 0.80 0.80 

 

5.1.2.5.2 Using Random Oversampling 

 

Performance: The model achieved the accuracy of 80%. 

 

Confusion Matrix Analysis: 

 

Table 5.19: Confusion Matrix of Gradient Boosting Using Random 

Oversampling 

 Predict 0 Predict 1 

True 0 15 4 

True 1 6 24 

 

The confusion matrix provides a good understanding of the accuracy that the Gradient 

Boosting Classifier provides after the unbalanced data had been balanced with the help 

of Random Oversampling. It tells that the model has observed the correct number of 

16 true negative (Class 0) cases and 24 true positive (Class 1) cases, meaning that the 

model has made the right predictions. However, It had 3 false positives, in which a 

prediction was made on Class 0 which should have been predicted as Class 1 and 6 

false negatives in which prediction was made on Class 1 which should have been 

predicted as Class 0. These are case of false alarms and false negative errors 

respectively. 
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Classification Report: 

 

Table 5.20: Classification Report of Gradient Boosting Using Random 

Oversampling 

Class Precision Recall F1-Score 

Leak (0) 0.71 0.79 0.75 

Other (1) 0.86 0.80 0.83 

Macro Avg 0.79 0.79 0.79 

Weighted Avg 0.80 0.80 0.80 

 

5.1.3 Overall Performance of All ML Models 

 

CatBoost, with the help of Random Oversampling, was the most effective in the test. 

It was found to have the best overall accuracy of approximately 82 with a great balance 

of false alarms and cases of a positive appearance. It had a recall of 80% of the true 

positive cases and 84% of the true negative cases and precision was high because it 

generated a lower number of false positive and negative, less than any other leading 

model. This accuracy and high recall with a low false alarm is what makes CatBoost 

with Random Oversampling the obvious choice between the tested techniques. 

 

Gradient Boosting was the strong candidate appear as the second-best, with 

great and stable performance in terms of oversampling methods. The results of both 

SMOTE and Random Oversampling were the same. Hence both were equally effective 

in this model. Gradient Boosting was very stable and precise with an accuracy of 

approximately 80% and 4 false positive and 6 false negative. It was slightly less 

accurate and in false-alarm control than CatBoost, but still, it is a very reliable Tier-1 

model that is very strong and repeatable. 

 

Random Forest was used as a strong baseline model and it was found to 

perform consistently with a fair level of accuracy but not as accurate as the other 

boosting-based methods. Its highest performance was with Random Oversampling 

because it achieved the 80%  recall, indicating good capabilities of identifying the 

positive category and reaching 74% of recall indicating the negative category. It was 
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however, a little noisier than CatBoost and Gradient Boosting with 5 false positives 

and 6 false negative. Moreover, achieved the overall accuracy of about 78%. It may 

have been reliable and strong, but not as refined and efficient as the highest performing 

models. 

 

XGBoost proved to be a more balanced opponent in the comparison and its 

highest score was obtained when it was used with SMOTE and overall accuracy was 

78%. It was almost identical to the best Random Forest setup, with a result of 14 True 

Negatives, 24 True positive, 6 False Negative and 5 False Positives. Although it 

showed good models and there was consistency in false alarm and detection, it 

appeared to reach a limit of performance on this dataset. Consequently, it was unable 

to outperform the precision or the general accuracy offered by the CatBoost or 

Gradient Boosting, which put it squarely in the middle of the model performance 

spectrum. 

 

Naive Bayes was accurate but not as accurate as rest of the models and both 

the resampling methods yielded the same results. The overall accuracy of this model 

was 78%. It achieved a perfect precision score of 100% on class 1, which means it did 

not raise a false alarm. But for class 0 precision score was 63% which is very low. The 

Recall is too low to be used in a leak-detection pipeline where false alarms are less 

harmful than missing real ones. 

 

 

 

 

 

 

 

 

 

 

 

 

 



65 

5.1.4 Comparison of All Machine Learning Models 

 

This is the detailed comparison of all model which we train for classification task. 

 

Table 5.21: Comparison of All ML Models 

Model Balancing 

Technique 

Accuracy Precision Recall F1-Score 

Random 

Forest 

SMOTE 0.73 0.67 0.63 0.65 

Random 

Forest 

Random 

Oversampling 

0.78 0.70 0.74 0.72 

Naïve 

Bayes 

SMOTE 0.78 0.63 1.00 0.78 

Naïve 

Bayes 

Random 

Oversampling 

0.78 0.63 1.00 0.78 

XGBoost SMOTE 0.78 0.70 0.74 0.72 

XGBoost Random 

Oversampling 

0.76 0.65 0.79 0.71 

CatBoost SMOTE 0.80 0.71 0.79 0.75 

CatBoost Random 

Oversampling 

0.82 0.73 0.84 0.78 

Gradient 

Boosting 

SMOTE 0.80 0.71 0.79 0.75 

Gradient 

Boosting 

Random 

Oversampling 

0.80 0.71 0.79 0.75 
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5.1.5 Final Selected ML Model (CatBoost) 

 

After the analysis of the overall performance, we have chosen a final model to be 

CatBoost with Random Oversampling to be used in the OnionOwl pipeline. It was also 

the most successful in terms of accuracy with 82% of overall accuracy and better 

precision, which minimized false alarms to a minimum of 3, the lowest of all high-

performing. Importantly, it had a high recall of 84% for leak detection, which presents 

the optimal safety versus reliability ratio to application in the real world. 

 

 

 

5.2 Results of Natural Language Processing Models 

 

The section contains the results of the experiment conducted on the fine-tuned NLP 

models, which is the base extraction engine of the system. We compare the results of 

the two Transformer-based models, FLAN-T5 Small, and FLAN-T5 Base, which are 

fine-tuned on our own data, consisting of cleaned HTML and structured JSONL pairs. 

The standard text generation measures, such as Training and Validation Loss, ROUGE 

scores (ROUGE-1, ROUGE-L) and BLEU scores were used to measure the 

performance of each model. Also, learning curves and outputs were examined to 

determine the stability of training, convergence behavior and structural integrity of the 

extracted JSON data. 

 

 

 

5.2.1 Evaluation Matrices for NLP Models 

 

The dataset is in the form of cleaned HTML chunks and structured JSONL strings 

respectively. To have a strong evaluation, it was shuffled and split into a training set 

that contains 80% of the entity and a validation set that contains the other 20% of the 

entities. This division made sure that the model was tested on the unknown examples 

to test its generalization abilities and its capability to work with the new structures of 

the sites. The results were then evaluated on the following matrices: 
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• Training Loss: Training Loss is a metric that measures the level of model 

performance on the training data. In training the model the model makes 

predictions and compares the predictions with the actual target values. The loss 

functional then gets the difference between these outputs and the actual labels. 

• Validation Loss: Validation loss is a metric that evaluates model performance 

on data that the model has never seen during training. 

• BLEU: The BLEU score is used to evaluate the quality of response by 

comparing it with reference. 

• ROUGE: The ROUGE score is a set of metrics used to evaluate the quality of 

natural language generations. It measures the overlap between the generated 

response and the reference text based on n-gram recall, precision, and F1 score. 

➢ ROUGE1: This metric measures the overlap of the unigrams (words 

by themselves) between the text generated and the text in the reference 

meaning how accurately the model is able to identify particular 

keywords such as titles or dates. 

➢ ROUGEL: It is a metric that evaluates the number of common 

characters in the generated and reference text indicating how the model 

can preserve the correct sentence structure and syntax of the JSON. 

 

 

 

5.2.2 Detailed NLP Model Analysis 

 

In this part we conduct a detailed analysis of the individual model performance of each 

Natural Language Processing model and establish the particular strengths and 

weaknesses of the model beyond the basic validation loss values. Depending on the 

training dynamics and generation scores, we consider the ability of each model to solve 

the enormous problem of unstructured HTML to valid, structured JSONL without 

hallucinations. With the help of such an in-depth analysis of the model performance 

metrics, we can learn about the most robust extractor to the automated nature of the 

project. 
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5.2.2.1 FLAN-T5 Small 

 

In the experiment, the FLAN-T5 Small, the model with around 80 million parameters 

was chosen as the baseline to evaluate whether the extraction task was possible under 

the conditions of severe hardware limitations. 

 

 

 

5.2.2.1.1 Overall Performance of FLAN-T5 Small 

 

In the fine-tuning phase, the model had several symptoms pointing to optimization 

failure and gradient explosion. The training loss decreased to 0.000000, which is 

mathematically impossible in a real sequence-to-sequence task this is an indication of 

complete breakdown of the model’s learning dynamics or a loss function corruption. 

Meanwhile the validation loss went to NaN, a traditional indicator of exploding 

gradients, with values becoming large enough that the hardware is unable to represent 

them, resulting in weights and activations taking up invalid numerical values. 

 

Further examination revealed that the model ceased to learn altogether. The 

ROUGE scores were not increasing in any of the five epochs and the scores did not 

improve at all. ROUGE-L was not moving and had zero variance at 0.133176. Such 

lack of progress is a sign of the collapse of the model, it goes to produce the same 

output on all inputs without any reference to the context of the HTML. This is expected 

when gradients separate quickly, making the network lose the capacity to meaningfully 

update. During this unsuccessful training, the model essentially went into a recursive 

loop of outputs, which proved that optimization has completely failed. 
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5.2.2.1.2 Evaluation Matrices 

 

There are the evaluation matrices and their performance in case of FLAN-T5 small. 

 

Table 5.22: Evaluation Matrices Results for FLAN-T5 Small 

Model Training 

Loss 

Validation 

Loss 

ROUGE-1 ROUGE-L BLEU 

FLAN-T5 

Small 

0.00 Nan 0.13 0.09 0.08 

 

5.2.2.2 FLAN-T5 Base 

 

The FLAN-T5 Base model with 250 million parameters was fine-tuned after the 

limitations experienced by the small variant. This model was more stable and was able 

to learn the patterns. 

 

 

 

5.2.2.2.1 Overall Performance of FLAN-T5 Base 

 

The convergence pattern of the learning curve is very healthy and smooth. The training 

loss continued to reduce steadily at step 200 through step 1600 by constant reduction 

of 3.32 to 0.04 respectively, proving that the model did not become unstable in the 

process of learning the underlying features. Meanwhile, the validation loss was 2.06 

at step 200 but reduce to 0.06 at step 1600, which is very similar to the final training 

loss. This small margin indicates that the model is not overfitting and is trained well. 

 

ROUGE test results display a high text-matching. ROUGE-1 was 0.88 that 

means that the degree of unigram overlap of ROUGE-1 is very high such that the 

model is highly confident in the ability of selecting the most meaningful words from 

source text. Similarly, ROUGE-L also achieved the score of 0.88 underlines the fact 

that the model does not disintegrate the long strings of meaningful words and preserves 
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the original phrasing and structure. These scores tells that the model can not only find 

the important content but can recreate it very closely to the original text. 

 

The model exceptional performance is also supported by the BLEU score. The 

model scores 0.71, which is above average standards of NLP since 0.3 or 0.4 is good 

with generation tasks. Such a score indicates that the model is making text which is 

incredibly accurate. The text being produced exactly corresponds to the reference text 

at the n-gram level. Practically, this implies that the extracted content is accurate and 

closely matched the targeted output. 

 

 

 

5.2.2.2.2 Evaluation Matrices 

 

There are the evaluation matrices and their performance in case of FLAN-T5 Base. 

 

Table 5.23: Evaluation Matrices Results for FLAN-T5 Base 

Model Training 

Loss 

Validation 

Loss 

ROUGE-1 ROUGE-L BLEU 

FLAN-T5 

Small 

0.04 0.06 0.88 0.88 0.71 

 

5.2.3 Comparison of Both NLP Models 

 

This is the detailed comparison of all model which we fine- tuned for text extraction 

task. 
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Table 5.24: Comparison of Both NLP Models 

Model Training 

Loss 

Validation 

Loss 

ROUGE-1 ROUGE-L BLEU 

FLAN-T5 

Small 

0.00 Nan 0.13 0.09 0.08 

FLAN-T5 

Base 

0.04 0.06 0.88 0.88 0.71 

 

5.2.4 Final Selected NLP Model 

 

According to the performance evaluation, FLAN-T5 Base was chosen as the ultimate 

project pipeline model. It showed a remarkable semantic knowledge with an 

impressive ROUGE-1 and ROUGE-L scores of 88% and BLEU score of 71% which 

indicates highly accurate information retrieval. The model has a loss of only 0.06 in 

validation, which means that model is reliable and it can extract complex and 

unstructured information. 
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CHAPTER 6 

 

 

 

6 CONCLUSION AND RECOMMENDATIONS 

 

 

 

6.1 Conclusion 

 

In conclusion, the project aimed to solve a gap in dark web intelligence, the lack of a 

reliable, automated and scalable way to extract structured information out of highly 

irregular, noisy and masked leak-sites. The current literature and tools, including 

standard crawlers and sophisticated NER models, LLM-driven threat intelligence 

systems and PII detection models show great advancements in dark web research, yet 

none can be a perfect end-to-end system to be integrated into the Orion Intelligence. 

These solutions are either based on clean and predictable clearnet datasets or are 

marketplace-based. Having identified these drawbacks, this project came up with a 

fully customized system that can cater the needs of Orion Intelligence in relation to 

monitoring of hidden network leaks. 

 

In general, this project does not only extract structured information from leak 

onion sites, it shows that the combination of domain-specific dataset generation, 

cautious model choice and a solid pipeline can help current NLP systems to outperform 

challenges that once regarded as too irregular or too risky to be automated. Finally, the 

system developed during this project will not only address capability gap but will also 

offer Orion Intelligence a scalable, extensible and intelligence-ready module for 

hidden network leak data extraction, which is critical in analysis of modern cyber-

threats. 
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6.2 Recommendations/Future Enhancements 

 

Although the designed module has been able to perform strongly in retrieving 

structured information on the dark web leak websites, there are various areas in which 

it can be improved to enhance the utility, scalability and adaptability of the system in 

Orion intelligence. To start with, by adding more leak sites, forums and marketplaces 

to the dataset, the model will have better capabilities in its generalization and it will be 

possible to keep it working despite the changes in the dark web ecosystem. 

 

Second, the system would be enhanced with adaptive learning mechanisms, in 

which feedback of the Orion Intelligence analysts will be employed to constantly 

adjust the NLP model, making it more accurate with time. The pipeline is modular, 

which can be integrated with other modules of the Orion Intelligence, like threat 

prediction and anomaly detection, and form a full intelligence ecosystem. Through 

these improvements, Orion Intelligence will be able to not only continue to have a 

competitive edge in automated dark web surveillance, but also deliver actionable 

insights in a more effective and reliable way. All these improvements can be 

implemented in the system if company decides to do so and will ensure that the module 

will remain align with the operational requirements and the evolving challenges 

experienced by the Orion Intelligence.
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